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INTRODUCTION

Cybersecurity is the implementation of measures to protect systems, networks, and software applications from digital attacks. Such attacks are usually aimed at gaining access to confidential information, changing and destroying it, at extorting money from users, or at disrupting the regular operation of companies.

Implementing effective cybersecurity measures is currently a rather complicated task, since today, there are much more devices than people, and attackers are becoming more and more inventive.
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CHAPTER 1

PRINCIPLES UNDERLIE CYBERSECURITY

A successful approach to cybersecurity is expressed in the form of multi-level protection covering computers, networks, programs, or data that need to be secured. Employees, workflows, and technologies must complement each other in organizations to provide adequate protection against cyber-attacks.

Employees

Users must understand and abide by the basic principles of information security, such as choosing strong passwords, attentiveness to email attachments, and backing up data, additional information on the basic principles of cybersecurity.

The processes

The organization should develop a set of necessary measures to counter ongoing and successfully carried out attacks. You can be guided by one reliable set of measures. This set of measures should explain how to identify attacks, protect systems, identify and counteract threats, and restore functionality after an attack.

Technology

Technology is an essential element in providing organizations and individuals with the tools they need to defend against cyber-attacks. The main components that need to be protected are terminal devices such as computers, smart devices, and routers; Networks and the cloud. The most common technologies used to protect these components include next-generation firewalls, DNS filtering, malware protection, antivirus software, and email protection solutions.


WHY IS CYBERSECURITY SO CRITICAL?

In today's “connected” world, advanced cyber defense programs serve the benefit of every user. At an individual level, an attack with a hacked cyber defense can lead to a variety of consequences, from theft of personal information to extortion of money or the loss of valuable data, for example, family photos. It all depends on critical infrastructures, such as power plants, hospitals, and financial services companies. The protection of these and other organizations is essential for maintaining the vital functions of our society.

Everyone benefits from cyberthreat research conducted by cyber threat experts, such as 250 Talos team members who are studying new and emerging threats, as well as cyber-attack strategies. They identify new vulnerabilities, inform the public about the importance of cyber security, and increase the reliability of open source tools. The work of these specialists makes the Internet more secure for each user.
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CYBER SECURITY ATTACKS ALL


Building a cyber-secure culture -
 The culture of your business is critical to building successful cyber security. This culture must emphasize, reinforce security behavior, and without a cyber-security culture, it will not be a resilient workforce.


Attitude -
 The attitude of an organization is a critical part of the culture. When we introduce awareness into the corporate culture, we increase our ability to address cyber risks. Every business is at risk, be it a small charitable or Fortune 100 company. Given the frequency of cyber-attacks, we need to be vigilant and prepared. The recruitment will promote appropriate behaviors at the individual level and contribute to the resilient workforce that every business needs.


Leadership -
 The leaders of the organization set the tone. Leadership is the most critical factor in influencing awareness and attitudes. Managers must devote themselves to cyber security training, recruitment, and best practice. Executives must also support security investment and advocate cyber security incorporate risk management. Executives do not require in-depth technical knowledge but should demonstrate good personal safety habits based on sound policies. Involving executives is critical to a cyber-secure business.


Training and raising awareness -
 As executives promote a cyber-security culture; the next step is to implement awareness-raising training for employees. These training sessions provide an understanding of risks and, most importantly, provide concrete steps to mitigate these risks. Training programs come in many forms; most include computer-based learning modules and hands-on exercises.

The use of social engineering to spread exploits via unsuspecting employees is an increasing risk. You can have access to the data or systems yourself, or you can exploit them to reach those who do. A major element of a training program is the hardening of your employees against the reality of social engineering attacks. No program leads to a sustainable 100% success rate against human attacks, but can significantly reduce the scope and impact of attacks; your cyber defenders can focus on a smaller, manageable set of incidents.

Another common way to help build a cyber-security culture is through internal awareness-raising campaigns. From posters and newsletters to contests to sweepstakes, companies have found effective ways to generate enthusiasm for key security issues.


Performance –
 Management Incentives and deterrents can have a profound impact on human behavior. In order for true cultural change to take place with regard to cyber security acceptance, the individual performance goals must be in line with the goals of the company. Performance goals for security may include completing the required training, improving responses to phishing practices, adhering to policies, and avoiding risky online behavior. Financial and operating ratios are common in companies; it should also be security metrics.

Strengthening Through Technology And Standards

Technical controls related to human behavior can be implemented to strengthen the cyber security culture. As physical access controls increase mental awareness of a physical perimeter, password policies, multi-factor authentication, and mobile device management solutions can also enhance security culture. Company-level policies can also drive the implementation of controls by showing the negative consequences of violations.

There are many ways in which these policies can be implemented that reflect the unique culture of each company. Crucially, they are the foundation for developing a cyber-security culture by raising awareness and promoting the right mindset. With a solid cyber security culture, any business function can focus on its own contribution to protecting the business.


CYBER SECURITY IS EVERYONE'S CONCERN

What role do leadership, planning, and governance play?

If you are responsible for the overall strategic direction of the Company or for maintaining controls and mitigating risks, this section applies to you.

Leaders, planning, and governance experts are often the top executives or directly support strategic decision-makers. They may be involved in board processes, serving as senior officers, or directing an involved government agency with fiduciary responsibility and budgetary authority. Alternatively, you are the owner and operator of a small business or franchise. What all these roles have in common is that you make final decisions or support those who make those decisions. As competing needs have to be balanced and limited resources are available, they play a critical role in prioritizing and adhering to priorities. At the same time, strategic risks for the company must be addressed. They are often the referee in difficult decisions.

They are essential to the organization because, without them, the organization lacks direction and cohesion. They are the hub to connect, coordinate, and control the many areas of the company.


	Do not use sensitive information on public computers, such as hotel lobbies, libraries, and cyber cafés

	Use VPN access to corporate networks whenever possible

	Do not use public Wi-Fi without a VPN to transfer sensitive information

	Use a specific wireless hotspot for Internet access

	If a hotspot is not available, consider connecting to a business mobile phone

	Consider using one-way phones when traveling in regions with questionable data security or excessive surveillance

	Physically protect your computer against theft and unauthorized access

	Make good use of social media

	Apply strong privacy settings

	Do not share personal information with business accounts

	Do not share business information on personal accounts



Leadership, planning, and governance roles are related to cyber security:


	Management and mitigation of all cyber-related business risks

	Establish effective governance controls

	Prioritize and procure resources for cybersecurity programs

	Protecting the confidential information you rely on when planning and making decisions

	Establishment of a cybersecurity culture within the company



What Cyber security Management, Planners, And Governance Experts Should Do:


	Understand the basics and best practices in cyber security so well that sound decision-making is possible

	Establishment of a regular reporting process for cyber risks within the company

	Working with trusted third parties to learn about cyber risks and their containment - including consultants, industry groups, cyber security service providers, and training providers

	Regular commissioning of objective risk assessments of the company

	Lead the implementation of (inter) nationally recognized cyber security best practice frameworks

	Incorporate cyber risks into the company's risk management process

	Avoid treating cyber risks as a standalone and mysterious affair for technologists only

	Understand the organizational impact of cyber incidents

	Consider the risks that may be introduced by partners and suppliers

	Conduct crisis management exercises to familiarize yourself and your company with disaster and incident management practices

	Prioritize cyber-related risks to ensure that proper attention and efforts are directed at mitigating them

	Develop and maintain information security policies and guidelines for your business

	Ensure that information security policy are based on risk assessments, regulations and standards / best practices

	Ensure that the company's security policies are properly implemented, institutionalized and communicated

	Be aware of the relevant privacy policies and laws to ensure they are respected by your company

	Create a schedule to review and update the policies periodically

	Encourage the development of effective cross-functional teams to achieve cyber security goals for the organization

	Ensure adequate funding of cyber security resource requirements

	Digital resources cannot be protected without human and technical resources; be prepared to use resources geared towards a coherent cyber security strategy

	Plan for future needs

	Protect sensitive strategic, financial, legal and risk information

	Give only necessary information

	Ensure that the information is retained/destroyed by the Company's data storage policies or external regulations

	Use strong encryption, secure passwords, and other methods to protect files when you send them to others

	Protect access to online data-sharing platforms or decision support platforms by using best practices, such as:

	Strong passwords

	Unique passwords for each critical account

	Multi-factor authentication




What we all should do:


	Make sure all operating systems and applications are up-to-date and secure by enabling automatic manufacturer updates

	If you work from home, secure your home network by applying best practices, such as:

	Change your password for the wireless router, your SSID, and limit the ability of others to find it

	Maximize the encryption levels on your wireless router

	Increase the privacy settings in your browser

	If possible, use Virtual Private Networks (VPN) to access corporate networks.

	For additional security, you can protect your privacy while browsing through encrypted browsers

	For extra security, protect your personal email accounts through encrypted email

	Secure your connections to the company while traveling.




GENERAL TASKS FOR SALES, MARKETING, COMMUNICATION

Cybersecurity General Tasks: Awareness raising, communication, revenue generation and customer interaction

Role Sales, Marketing and Communication Play

When you interact with customers, clients, donors, or citizens, this chapter applies to you: sales, marketing, and communications professionals are the ones who appeal to potential and existing customers to raise awareness of products and services that interest them and generate revenue through sales or other means. You may also be involved in public and media effective communication. They are the ambassadors of the organization, who provide news about the good things, those who need to know, and respond to current events. This includes the crucial work of translating business ideas into real business deals. Together with the people who deliver the products or services.

They are important to the company, because without them ideas, products and services are at a standstill - they make the company a living part of the environment.

The Role of Sales, Marketing and Communication in Cyber security consists of:


	
Protecting the corporate brand, reputation and trust of citizens, customers and partners



	
Preventing / limiting the loss of information when interacting with the outside world



	
Reduce enterprise network risk in remote work, telework, and travel






What sales, marketing and communications professionals should do:


	
Communicate the importance of cybersecurity issues to your stakeholders



	
Access reputable sources to gain a complete understanding of how information and systems fit into the human ecosystem you interact with - including consultants, industry groups, cybersecurity service providers and educational institutions



	
Inventory the types of information your company is entrusted with and consider the potential impact of compromised data on your customers and partners



	
Understand the potential impact of a cyber-accident on your business, including customer trust and competitive advantage



	
Develop a communication plan for the inevitable cyber incident



	
Participation in the planning of the internal incident response team



	
Familiarize yourself with the Cyber ​​Incident Response Plan



	
Participation in "Tabletop Exercises" and other planning exercises to anticipate cyber incidents



	
Drafting a communication plan in line with regulatory requirements, legal considerations, industry best practices and commitments to external stakeholders



	
Protect shared files



	
Use encryption, passwords, and other methods to protect files when you send them to / from customers and partners






Protect access to your Customer Relationship Management (CRM) platform by applying best practices, such as:


	
Strong passwords



	
Unique passwords for each critical account



	
Multi-factor authentication



	
Restriction of accessibility as needed



	
Deletion of employees or suppliers if they are no longer involved



	
Protect customer information in quotes, orders, invoices, payments and presentations



	
Only pass on necessary information



	
Ensure that the information is destroyed in accordance with the Company's data retention policies or applicable regulations



	
Bring the cyber concerns of your customers into the business



	
Be aware of the implications of doing business in foreign jurisdictions with different regulations, such as the General Data Protection Regulation (GDPR) of the EU





What we all should do:

Make sure all operating systems and applications are up-to-date and secure by enabling automatic updates from the manufacturer.

If you work from home, secure your home network by applying best practices, such as:


	
Change your password for the wireless router, your SSID, and limit the ability of others to find it



	
Maximize the encryption levels on your wireless router



	
Increase the privacy settings in your browser



	
Whenever possible, use Virtual Private Networks (VPN) to access your corporate networks.



	
For additional security, you can protect your privacy while browsing through encrypted browsers



	
For extra security, protect your personal email accounts through encrypted email



	
Secure your connections to the company while traveling



	
Do not enter sensitive information on public computers, such as hotel lobbies, libraries, and cyber cafés



	
Use VPN access to corporate networks whenever possible



	
Do not use public Wi-Fi without a VPN to transfer sensitive information



	
Use a dedicated wireless hotspot for Internet access



	
If a hotspot is not available, consider connecting to a corporate or business phone



	
Consider using one-way phones when traveling in regions with questionable data security or excessive surveillance



	
Physically protect your computer against theft and unauthorized access



	
Make good use of social media



	
Apply strong privacy settings



	
Do not share personal information with business accounts



	
Do not share business information with private accounts





General tasks for facilities, physical systems and operations

Cybersecurity General Tasks: Developing and delivering products and services, managing operations, and maintaining the physical environment.

What facilities, physical systems and operation deal with?

When you design and deploy your company's products and services for your customers, are part of the deployment support processes, or manage and maintain the physical environment, this section applies to you.

As the types of products and services vary greatly, facilities, physical systems, and operations cover a wide range of functions, from site management to product engineer, operations analyst, sales manager, and beyond. They deliver the value of the company to the world and thus fulfill its main purpose. Your role directly affects citizens, customers and partners who depend on your company's products and services.

They are important to the company because the successful development and delivery of its products and services depends on you. The company would not work without the capabilities you provided and the company's primary purpose would be unfulfilled. Your performance is also critical to maintaining a competitive advantage making your business unique and recognized in a noisy and busy world. In addition, the technology systems you operate, including those that control physical processes (Operational Technology (OT), less Information Technology (IT)), pose potential risks to life and limb, putting your safety first.

The role of facilities, physical systems and operations in cyber security is:


	
Protecting the uniqueness of the products and services your business offers



	
Protect physical systems from being compromised by all threats, including physical and cyber risks



	
Integrate cyber security with physical security and backup





What the professionals should do for facilities, physical systems and operations:


	
Identification of cyber risks for the resilience of physical systems, including control systems



	
Inclusion of IT and OT stakeholders



	
Involve trusted third parties to develop an understanding of cyber risks in the physical environment



	
Conduct a comprehensive assessment of the physical environment to identify vulnerabilities



	
Ensure that adequate physical security controls are implemented in the facilities



	
Develop a comprehensive plan to improve the safety of control systems



	
Use of best practice frameworks for cybersecurity



	
Inclusion of cyber security measures in the general security program



	
Ensure that employee training includes awareness of cyber risks in the physical environment



	
Use of the security program as another means of promoting cybersecurity culture





Collaborate with the IT department to develop a system for guests accessing the physical environment:


	
Restricting direct access, providing a limited Wi-Fi network, and more



	
Protection of intellectual property



	
Use encryption, passwords, and other methods to protect files when you send them to / from customers and partners



	
Only pass on necessary information



	
Ensure that sensitive information is destroyed in accordance with company data retention policies or external regulations



	
Prevent remote access to systems unless absolutely necessary



	
Consideration of security risks and reductions in the supply chain



	
Ensure that security controls are integrated into the products as needed



	
Ensure that suppliers comply with best practices for safety





Protect access to your information stores by applying best practices, such as:


	
Strong passwords



	
Unique passwords for each critical account



	
Multi-factor authentication






What we all should do:

Make sure all operating systems and applications are up-to-date and secure by enabling automatic updates from the manufacturer

If you work from home, secure your home network by applying best practices, such as:


	
Change your password for the wireless router, your SSID, and limit the ability of others to find it



	
Maximize the encryption levels on your wireless router



	
Increase the privacy settings in your browser



	
Whenever possible, use Virtual Private Networks (VPN) to access your corporate networks.



	
For additional security, you can protect your privacy while browsing through encrypted browsers



	
For extra security, protect your personal email accounts through encrypted email



	
Secure your connections to the company while traveling



	
Do not enter sensitive information on public computers, such as hotel lobbies, libraries, and cyber cafés



	
Use VPN access to corporate networks whenever possible



	
Do not use public Wi-Fi without a VPN to transfer sensitive information



	
Use a dedicated wireless hotspot for Internet access



	
If a hotspot is not available, consider connecting to a corporate or business phone



	
Consider using one-way phones when traveling in regions with questionable data security or excessive surveillance



	
Physically protect your computer against theft and unauthorized access



	
Make good use of social media



	
Apply strong privacy settings



	
Do not share personal information with business accounts



	
Do not share business information with private accounts





General tasks for finance and administration

Cybersecurity General Tasks: Support for all functions within the enterprise in planning, forecasting, accounting, transactions and administration

What Makes Finances and Administration More Detail

When you’re involved in managing the company's finances, from planning and budgeting to bookkeeping and doing business, this section is for you, they are responsible for ensuring that each part of the company is able to pay for goods and services, work within a budget, track revenues and expenditures, and do business with external entities from customers to suppliers. You can also provide administrative support for the planning and governance function or manage office operations.

This feature includes all people working full-time in these areas, but it also applies to all managers, managers and employees involved in financial and administrative matters, almost all.

In many cases, Finance and Administration includes corporate risk management and related processes, and human resources reporting to a Chief Financial Officer (CFO) or similar role. Internal audit and compliance functions can also be included.

They are important to the business because without the ability to maintain financial health, execute key transactions, manage business risk, and support planning and governance, business operations are at risk.

The role of finance and administration in cybersecurity includes:


	
Integrate cyber risks into the company's risk management process



	
Raise resources for cybersecurity initiatives in line with the security strategy and in balance with other IT investments



	
Maintain the confidentiality and integrity of sensitive financial information to ensure security and compliance with applicable policies






What financial and administrative professionals should do:


	
Ensure that cyber risks are integrated into the company's risk management process



	
Identify cyber-related risks to the enterprise early in the risk management process, not as a separate activity or later addition



	
Understand the many different business implications of cyber threats, from business interruption and reputation loss to legal liability and property damage



	
Provide sufficient resources to enable the success of the company's cybersecurity strategy



	
Refer to the company's security strategy and external best practice frameworks to help prioritize investments



	
Working with cybersecurity managers to understand how their resource requirements are aligned with the strategy (which in turn should be in line with the company's risk management); Distinction between must-haves and nice-to-haves



	
Develop a complete overview of security-related spendings, often across multiple functional areas and budget posts



	
Collaborate with other business functions to plan emergency expenses



	
In the event of a cyber-incident, Incident Response Plans should also include the purchase of the required equipment or services



	
Suppliers and contractors should have already been audited when such an incident occurs



	
For the loss of financial systems, contingency plans should be established to ensure continuity with minimal disruption



	
Consider taking cyber risk insurance to offset the financial impact of security incidents



	
Ensure that the contingency plan includes compensation for the parties concerned, such as credit monitoring services



	
Working with Legal, Compliance and IT to ensure that contracts with third parties include clauses for effective monitoring of supplier cybersecurity, incident notification and compliance with relevant industry and government policies and regulations



	
Defining the appropriate balance of resource allocation between business operations, business improvement and business assurance



	
While the former may be more closely aligned with corporate goals and achievements, over-implementation can often lead to new risks



	
Properly deployed, improving IT operations can also improve security and compliance, as many basic security controls (such as asset profiling, vulnerability management, configuration and patch management, and access management) are essential to a well-functioning IT environment



	
Protect the Company's financial viability and reputation by ensuring compliance with laws, regulations, rules, standards, and policies (both external and internal)



	
Understand the regulatory requirements related to financial information



	
Support the cybersecurity team's efforts to secure the systems affected by these requirements



	
Protect sensitive strategic, financial, legal and risk information



	
Only pass on necessary information



	
Ensure that the information is destroyed in accordance with company data retention policies or external regulations



	
Use encryption, passwords, and other methods to protect files when you send them to others





Protect access to any online data sharing platform or decision support platforms by applying best practices, such as:


	
Strong passwords



	
Unique passwords for each critical account



	
Multi-factor authentication





What we all should do:


	
Make sure all operating systems and applications are up-to-date and secure by enabling automatic updates from the manufacturer.



	
If you work from home, secure your home network by applying best practices, such as:



	
Change your password for the wireless router, your SSID, and limit the ability of others to find it



	
Maximize the encryption levels on your wireless router



	
Increase the privacy settings in your browser



	
Whenever possible, use Virtual Private Networks (VPN) to access your corporate networks.



	
For additional security, you can protect your privacy while browsing through encrypted browsers



	
For extra security, protect your personal email accounts through encrypted email



	
Secure your connections to the company while traveling



	
Do not enter sensitive information on public computers, such as hotel lobbies, libraries, and cyber cafés



	
Use VPN access to corporate networks whenever possible



	
Do not use public Wi-Fi without a VPN to transfer sensitive information



	
Use a dedicated wireless hotspot for Internet access



	
If a hotspot is not available, consider connecting to a corporate or business phone



	
Consider using one-way phones when traveling in regions with questionable data security or excessive surveillance



	
Physically protect your computer against theft and unauthorized access



	
Make good use of social media



	
Apply strong privacy settings



	
Do not share personal information with business accounts



	
Do not share business information with private accounts





General tasks for HR and HR

Cybersecurity General Tasks: Planning, setting and supporting the development, retention and compensation of the company's employees

What the human resources department does

When you are responsible for managing and optimizing the company's human resources - from the entry level to the management and for external stakeholders (job applicants, recruiters, consultants, human resources and service providers), this part is yours.

You steer the HR strategy in accordance with the company's strategy. Your responsibilities include personnel management and management, recruitment and development, personnel and succession planning, employee relations and engagement, culture and diversity, performance management, and compensation and benefits. You may also be involved in maintaining records in Personnel Administration portals and recruitment tools.

They are important to the business because without your expertise and efforts to attract, develop and sustain the company's most valuable assets, its employees, the company would not have the knowledge and skills necessary for success are. Thanks to you, best practices for HR management can be consistently applied.

The role of human resources in cybersecurity includes:


	
Implement best practices in organizational change management, employee training and performance management to enable a cybersecurity culture



	
Ensuring that critical cybersecurity roles are filled and that employees are kept up to date with the necessary knowledge, skills and abilities



	
Protection of confidential employee information



	
Leadership in risk reduction efforts for insider threats






What HR managers should do:


	
Ensuring that cyber security knowledge, skills and abilities are integrated into employee education and training programs



	
Reduce the risks of new hiring by performing background checks



	
Demanding and tracking participation in cybersecurity training and awareness programs for all employees across the enterprise



	
Leverage best practices in human resources to reduce staff turnover in critical cybersecurity roles



	
Ensure a selection of service providers who can effectively protect the confidentiality of employees' personal information, which often includes sensitive data





Protect access to your human resources management platform by applying best practices, such as:


	
Strong passwords






	
Unique passwords for each critical account



	
Multi-factor authentication



	
Protect sensitive information in recruitment, performance, compensation and employee benefits



	
Only pass on necessary information



	
Ensure that the information is destroyed in accordance with company data retention policies or external regulations



	
Use encryption, passwords, and other methods to protect files when you share them internally or externally with stakeholders such as recruiters or job seekers



	
Ensure that the accounts of the terminated employees are closed immediately



	
Immediate notification to the IT department of pending or actual personnel leaving



	
Update directories with the new state to ensure that permission changes are cascaded across platforms and applications



	
Update HR records accordingly





What we all should do:


	
Make sure all operating systems and applications are up-to-date and secure by enabling automatic updates from the manufacturer.



	
If you work from home, secure your home network by applying best practices, such as:



	
Change your password for the wireless router, your SSID, and limit the ability of others to find it



	
Maximize the encryption levels on your wireless router



	
Increase the privacy settings in your browser



	
Whenever possible, use Virtual Private Networks (VPN) to access your corporate networks.



	
For additional security, you can protect your privacy while browsing through encrypted browsers



	
For extra security, protect your personal email accounts through encrypted email



	
Secure your connections to the company while traveling



	
Do not enter sensitive information on public computers, such as hotel lobbies, libraries, and cyber cafés



	
Use VPN access to corporate networks whenever possible



	
Do not use public Wi-Fi without a VPN to transfer sensitive information



	
Use a dedicated wireless hotspot for Internet access



	
If a hotspot is not available, consider connecting to a corporate or business phone



	
Consider using one-way phones when traveling in regions with questionable data security or excessive surveillance



	
Physically protect your computer against theft and unauthorized access



	
Make good use of social media



	
Apply strong privacy settings



	
Do not share personal information with business accounts



	
Do not share business information with private accounts





General tasks for law and compliance

Cybersecurity General Tasks: Ensure compliance with laws, regulations and standards, mitigate risk and handle legal matters

What the Law and Compliance Department

does When you focus on mitigating legal risks or answering or responding to compliance issues, this section applies to you.

They do this to a large extent by ensuring that the company remains in compliance with the numerous applicable laws, regulations and standards. They can also respond to external inquiries, challenges or complaints, as well as sensitive internal affairs.

They are close advisers to executives and help to set policies and priorities that align the company's primary purpose with the risks it might be exposed to. They respond quickly to legal threats and become the focus of interaction with people outside the company when dealing with legal or compliance issues, such as litigation, lawsuits, audits, and when authorities are involved.

They are important to the company because they ensure that it complies with laws, regulations and standards so that it can focus on its core competencies. Without it, the company could easily be in trouble and face criminal, civil and audit demands.

The role of law and compliance in cybersecurity is:


	
Minimizing the liabilities related to the cybersecurity of the company



	
Ensure compliance with cybersecurity laws, regulations and standards



	
Addressing the legal implications of incidents when they occur.





What legal and compliance experts should do:


	
Understand the legal implications of cybersecurity to enable a solid mitigation of risk



	
Working with credible third parties to learn about cybersecurity and law - including professional associations, industry groups, consultants and trainers



	
Stay up to date on new regulations and standards



	
Implementation of an effective compliance program for the company



	
Assess company exposure to laws, regulations and industry standards to ensure adequate coverage



	
Establishment and enforcement of information classification and access processes



	
Leverage existing best practices for enforcing compliance requirements



	
Ensuring third-party compliance with cybersecurity policies through contract terms, such as Service Level Agreements (SLAs)



	
Active participation in the company's risk management process, in collaboration with planning and governance, finance and administration, and other business functions to holistically minimize risks



	
Implement measures to mitigate risks arising from partners and suppliers



	
Actively support the company's response to a suspected violation, including, where possible, taking appropriate action to safeguard the legal privilege



	
After an incident and where necessary involvement of law enforcement agencies and information to suppliers and the public





Protect access to any online data sharing or decision support platform by using best practices, such as:


	
Strong passwords



	
Unique passwords for each critical account



	
Multi-factor authentication



	
Protection of confidential legal and compliance information



	
Only pass on necessary information



	
Ensure that the information is destroyed in accordance with company data retention policies or external regulations



	
Use strong encryption, strong passwords, and other methods to protect files when you transfer them to others



	
Lead the company's efforts to develop and implement privacy policies in accordance with applicable laws, industry regulations and best practices






What we all should do:

Make sure all operating systems and applications are up-to-date and secure by enabling automatic updates from the manufacturer.

If you work from home, secure your home network by applying best practices, such as:


	
Change your password for the wireless router, your SSID, and limit the ability of others to find it



	
Maximize the encryption levels on your wireless router



	
Increase the privacy settings in your browser



	
Whenever possible, use Virtual Private Networks (VPN) to access your corporate networks.



	
For additional security, you can protect your privacy while browsing through encrypted browsers



	
For extra security, protect your personal email accounts through encrypted email



	
Secure your connections to the company while traveling



	
Do not enter sensitive information on public computers, such as hotel lobbies, libraries, and cyber cafés



	
Use VPN access to corporate networks whenever possible



	
Do not use public Wi-Fi without a VPN to transfer sensitive information



	
Use a dedicated wireless hotspot for Internet access



	
If a hotspot is not available, consider connecting to a corporate or business phone



	
Consider using one-way phones when traveling in regions with questionable data security or excessive surveillance



	
Physically protect your computer against theft and unauthorized access



	
Make good use of social media



	
Apply strong privacy settings



	
Do not share personal information with business accounts



	
Do not share business information with private accounts






CHAPTER 2

CYBER-SECURITY EDUCATIONAL PROGRAM: WHO NEEDS MY DATA?

Safety culture has become necessary since the time when a person acquired material values ​​- it was then that he came up with the first bolt on the first door. Now no one asks why to close the doors with two locks when you go to work, why you can’t tell the first person you meet, where you live and what time you return from work.

We install an alarm system on cars, and even put expensive cars on paid parking lots or buy a garage for them. In some areas of large cities, it is considered a bad sign in the evening to highlight your way with a new iPhone. And the castle, and parking, and even more so the garage costs money, and, nevertheless, cars are stolen even from garages, apartments are robbed. In this case, insurance is provided, for which we also pay money.

A person is already used to paying for his safety, but, unfortunately, only for the safety of those things that he can touch, touches, sell, or buy.

Cybersecurity is essentially the same thing, the same rules apply, the only problem is that values ​​in the digital world are not tangible; they cannot be or are very difficult to value in terms of money, such as a car or smartphone.

For example, the recent leak of nude celebrity photos into the network. Of course, it’s unpleasant if your photos appeared naked on all sites, and you can’t do anything about it. But sometimes not only reputation but also life can depend on data loss for example, on the network; you can find a list of personnel of the Donbas battalion with positions, name, callsign and phone numbers of soldiers. Hack everyone: celebrities, politicians, businessmen, and ordinary people.

The Internet is very convenient for communication, and users transmit not only photos but also copies of passports, an agreement, credit card numbers and much more to get used to through it. 

Very often, you hear the phrase “Yes, these hackers don’t need me; I have nothing to steal from me!” Believe me, there would be a person, but there’s something to steal.

Progress does not stand still, and along with the development of hacking mechanisms, defense mechanisms are also developing. But the trouble is - as it turned out, they cost money! And if a person bought an expensive car, then he does not ask questions why you need to buy an alarm for 1000 UAH. But when he buys a computer, he does not understand why to buy an antivirus for 500 UAH. Although there are free antiviruses on the market, for some reason they aren’t installed either, citing the fact that "it only slows down the computer." A person knows for sure that if he doesn’t set the alarm for a certain amount, he will lose a car many times more expensive. And if you don’t install an antivirus, how much will it lose?

Today, it is no longer customary to keep money under a mattress, and salaries are issued immediately on cards. More and more values, both tangible and intangible, are moving into the electronic plane. From the data uploaded by the user to the Internet, you can form a complete picture of the person and evaluate him, without even meeting him. All advanced headhunters and employers do this, so young people seek information about a girl they like, or a spouse tries to find where her husband is walking. 

In the same way, an attacker can bit by bit collect complete information about a person and use it at his discretion. And if, for example, an attempt to break into an apartment can be detected, then an attempt to break into an email account is much more difficult.

Even if a person does not use credit cards, there is nothing unusual in his mail, and there is no secret data on the computer, he is still attractive to attackers. If you hack his mail, you can send spam from it, if you install a trojan on a computer, it will become part of the botnet, and with it you can perform DDOS attacks on other resources, you can simply block your PC and extort money.

Internet security primarily depends on the user himself, and not even so much on his technical skills, but on his responsibility and understanding of what he possesses, what electronic assets, and what he faces the loss of this data. Anti-virus is, of course, right, the operating system and firewall also matter, but all this will work only in combination and subject to proper configuration and operation. Half-measure should not be here. Sometimes it happens that the system has everything you need to ensure security, but “the key lies under the rug” its long and complex password is written on a piece of paper and glued to a prominent place “so as not to forget”. The slightest mistake of the user and the whole system will be hacked.

Yes, not all IT specialists, not to mention cybersecurity, but this is not their task. There are specialists to set up the system, they will do it with pleasure and with relevant experience, but they will not use the system for you here the user should rely solely on himself.

CHAPTER 3

The CYBERSECURITY Commandments: On the Small Causes of Big Problems

There are no trifles in safety. The best that can be expected is to delay the "doomsday" until the moment when the troubles reach a critical mass. Although outwardly the problems are constantly changing, they are based on the same principles, the "sins" of computer networks, which can be compared with human ones. Follow the biblical example and put everything in one list.

Gluttony (traffic)

The volume of transmitted data is growing rapidly: new applications appear, devices are added, shared resources go to the cloud. Users interact more actively in the network, more and more familiar actions are transferred to the virtual environment: from workflow to ordering burgers. In this amount of information, tracking and stopping unauthorized activity in the network becomes more difficult. With a large margin of time, attackers can deeply infiltrate the network and extract huge volumes of the information they need.

In May 2014, such luck smiled at crackers of the giant eBay, who stole the data of 145 million users: names, phone numbers, e-mail, addresses, birth dates, passwords. Using the data of three employees, the unknowns quietly acted on the corporate network for 229 days.

Detailed traffic of each computer and application will help to identify potentially dangerous places, and registration of suspicious actions and processes will help you quickly find and see the threat.


Lack of control

Total control seems to be the only salvation: the desire to control all devices, processes and programs overshadows the mind, leads to a waste of time and energy. Hysteria is fueled by reports of regular incidents. So, in 2017, news about the hacking of Equifax credit bureau thundered to the entire United States.

On March 8, the US-CERT (US Computer Incident Response Center) sent out a warning about a vulnerability found in Apache Struts. The cybersecurity department of the largest American credit bureau Equifax scrupulously scanned the network for vulnerabilities, found nothing; a week later repeated the scan with the same result and calmed down. At the end of July, on one of the web services, suspicious activity was nevertheless noticed and the vulnerability closed. But it was already too late: between May and July, attackers were able to seamlessly steal the financial and personal information of 143 million customers. Equifax losses amounted to $200 million, and the US Senate seriously began to discuss fines for leaking personal information of customers.

Enemy invasion should not be detected by indirect signs, losing strength, time and money to search for and detect suspicious activity, but to predict and prevent it. This is possible with the help of predictive analytics based on the processing of a large amount of threat data, including neural networks.

Attraction to dangerous files and fatal links

Only hackers do not swear at the danger of the human factor in information security. The temptation to download something interesting or to follow an interesting link is too great. Methods of social engineering are being improved; user data is becoming more detailed. After the above data leak with eBay, a powerful phishing campaign began and 60 thousand messages were sent.

To obtain the necessary data, hackers often use serious platforms. For example, one group of cybercriminals created fake profiles on CareerBuilder, inserted phishing links into the resume or attached an infected file to it, and then sent it to employers through the site itself.

Phishing attacks hit not only affordability, but also the company's reputation. In March 2017, after a successful phishing attack on the American Defense Point Security, attackers received personal and financial information about all of its employees. For the organization involved in the security of state institutions, this was especially disappointing.

Continuous training of employees in the basics of information security and common sense gives a good result, especially if such training is carried out not in the form of a briefing in information security, but in a playful way. But do not forget about the technical part carelessness, carelessness of employees must be compensated for by centralized and quick blocking of access to suspicious files and resources, preliminary filtering of mail and web resources.

Greed for work

Employees who use any available tools for work can create another danger. Progress can no longer be reversed: the times when you could completely control your cozy safe perimeter have sunk into oblivion. Organizations that do not understand this can face serious challenges, for example, when using public clouds for backup. Once, due to a mistake in creating a cloud backup, the medical and financial data of 4,000 US military became available on the Internet. It is quite fortunate that the leak was discovered by US patriots.

Remote access from private devices and cloud services have become part of everyday life and the loss of a smartphone or laptop is a common occurrence. Kaspersky Lab conducted a study, and the data on Russia is depressing: 28% of Russian organizations noted that they suffered from the loss of mobile devices owned by the company.

To maintain security, it is necessary to build adaptive protection and create safe working conditions for employees anywhere in the world from any device. This problem is perfectly solved by VPN and containerization / encryption of corporate information technologies, MDM systems with the ability to separate service files from personal files on employees' smartphones and tablets and with the option of remote destruction of important data in case of loss or theft of devices.

Laziness

Errors of ordinary employees can be attributed to chance, but a completely different demand from people involved in administration and security. Their laziness and carelessness lead to serious problems.

“We have a small company, who needs us?”, “Ah, it will update itself!”, “It’s not fools who made this program, the default settings are enough” - information security researchers who find interesting things treat this neglect well. So at the beginning of 2017, a backup copy of the data of the plastic surgery clinic turned out to be in the public domain. Due to the insecure service, medical information was available, as well as photos of clients before and after breast correction surgery.

In October 2016, Adult Friend Network discovered an open access database of 412 million users. It contained personal information, passwords, IP, the time of the last sessions and payments. In addition to obvious security problems, several unpleasant facts were revealed: contrary to advertising, there were several times more male profiles than female profiles, and the stolen information itself was ideal material for blackmail: in 5650 cases, mail from the government domain .gov was used for registration, and in 78 301 from the domain of the US Army .mil.

Surprising in this story is not even the scale. The passwords were encrypted with just the SHA-1 algorithm, the database itself contained data about remote users, and the administration could not close the vulnerability in time.

Administrators come to the aid of tools that automate routine actions: they update programs on a schedule, rank detected vulnerabilities and automatically distribute updates. And predefined response scenarios and alerts will reduce the response time to the incident.

Self confidence

The thorough implementation of information security requirements reduces the likelihood of incidents, complicates the life of hackers, and at the same time makes the work of employees impossible. Zero-day vulnerabilities regularly encourage those who are guided by the principle of “work - do not touch!”.

It’s lucky if they warn about the vulnerability - like the British company DM Print, which, due to a MongoDB error fixed more than a year ago, opened data for 31 thousand users. But one hacker, in the absence of updates, managed to earn money: using vulnerability in the popular Jenkins servers, he infected the computers with the Monero miner and earned $ 3 million.

Now it’s impossible to configure “once and for all”: modern information security systems living organisms that must constantly learn, develop - and this process requires constant improvement. Connect new sensors to the security system that can make it smarter and more observant, feed it with data streams from the professional community, check its resistance to hacking, train employees and improve your skills.

Disabled Encryption

This problem is worth making a separate point. Disabled encryption is one of the most common administration errors.

At the end of 2017, the American Forever 21 store announced the theft of bank card numbers of its customers. It turned out that from April to November, encryption was disabled on some POS-terminals, and open payment data was recorded in the logs that became the prey of hackers.

But this is difficult to compare with the oversight of Deep Root Analytics. A terabyte of US election data with information on 198 million US voters ended up on Amazon's unprotected cloud server. Anyone could get access to them, guessing to switch to the dra-dw subdomain. All information in the database was systematized and prepared for modeling political processes, which made it a potential tool for mass phishing and spamming attacks, targeted marketing companies, and public opinion management.

Encryption cannot be neglected - this is the last frontier that protects even stolen information. In case of file theft, attackers will not be able to access encrypted data.

In ultimo

Security is a constant struggle with both external threats and our own weaknesses. Dangers lurk at every turn, absolute protection against them is unrealistic. But you can increase your chances in this battle, if you understand the stages of the attack and correctly respond to each of them:

Preventing an attack should rule out most threats, since everything that is well described should be eliminated. To do this, you need:


	
analyze all traffic on the network;



	
control all applications and processes on workstations and devices of employees;



	
block access to suspicious resources;



	
keep relevant spam and phishing filters;



	
regularly scan networks for vulnerabilities;



	
Automate updates, install patches;



	
encrypt stored data, especially when using cloud services.





At the stage of invasion and infection, it is important to detect dangerous software before it brings harm. To this done, you must have access to all workplaces in the system, monitor user rights, and most importantly, determine unauthorized / abnormal activity as quickly as possible.

For example, Kaspersky Lab uses predictive analysis technologies for this: all information about new threats is processed using machine learning technologies, which can keep pace with the changing and growing world of malware.

Attack neutralization is the most unpleasant part of the work; here efforts are aimed at minimizing the negative consequences: encryption, search for traces of compromise, flexible custom audit will save the face, identifies and localizes the causes and sources of the attack. The main thing is to remember that faith in higher powers can save the soul, and for information security you need to think with your head and constantly.

And by the way, until June 25 (to be completely accurate, until 10:00 Moscow time), Kaspersky Lab is considering work in the framework of the All-Russian online IT security championship for system administrators. The most suspicious and quick-witted are waiting for cameras, gyro scooters, quadrocopters and so far secret prizes with the prefix “super”.


CHAPTER 4

13 CYBER SECURITY AND INFORMATION SECURITY MARKET TRENDS 2019-2020

If we translate all the encyclopedic kilometer definitions into a comprehensive and understandable definition, then, no matter how trite it may sound, cybersecurity is a counteraction to emerging dangers, and it is based, of course, on protecting and preventing hacker attacks.

Thus, cyber security trends are directly related to the goals and objectives of cybercriminals. We will now consider them.

In terms of focus, as before, hacker attacks are aimed at large companies, and state-funded, industrial systems and other vital infrastructures. But in addition to huge-scale targets, hackers are quite interested in “smaller fish”: routers and other network equipment, IoT devices, and hardware vulnerabilities (like Specter and Meltdown).

At the same time, I would like to separately note the attacks carried out through the known supply chain. The first thing you do is crack your trusted counterparties, and then on their behalf you get some kind of investment with an encryptor.


☐
       
Russian for example


Thus, trend No. 1 is building up the defense of the vulnerable and the most “tidbits”.

Now consider the other side of the coin, that is, the main goals of hacking. Here are the following items:


	
Cash withdrawal (including from ATMs);



	
Various ransomware (wipers / cryptographers);



	
Hidden mining;



	
Data theft for resale;



	
Industrial espionage.





Therefore, trend No. 2 - actions to prevent financial damage, disrupt the organization’s life and disclose confidential information.

A separate trend (with us this is No. 3), which is gaining momentum, is the use of data that is publicly available.

“Bullshit!” You say. “And here it is not” - I will answer you.

Without noticing it, company experts leave various data about themselves, their internal domains, credentials, logins, passwords on the Internet. So, we have repeatedly found on public resources like github and pastebin, similar sensitive information. No doubt hackers will take advantage of it with pleasure.

Well, now we’ll deal with the reverse side: how we will defend ourselves, and what’s fashionable now.

Trend No. 4. SOC, including cloud, and claudization

On the Russian market, only the lazy is not talking about SOC now. For developers, this is a deep market, for customers it is an opportunity to qualitatively improve the overall level of information security of the company and build a comprehensive defense in depth.

More and more market participants give their preferences to the service model of connecting to IS monitoring and event processing centers or do it in the next 2 years, rather than take on the construction of their own. This is primarily due to the significantly lower cost of the solution and a faster return on investment. Also, the customer does not need to form and maintain a team of analysts, who, by the way, are quite expensive today.

In turn, the players of the Russian market for monitoring IS events are increasingly resorting to the exchange of experience with colleagues in the workshop from around the world. This is confirmed by the accreditation of several companies by the professional community of the CERT Carnegie Melone Institute, some of them even are members of the international community of IS incident response centers: FIRST.


The next trend in the account (No. 5), but not by value, is services according to the MSSP (Managed Security Service Provider) model

More and more large and medium-sized organizations are discovering managed services provided by service providers to provide information security services on a commercial basis.

What is the value for customers and why is the near future for MSSP?

Firstly, it is a reduction in costs, since there is no need to buy specialized software and equipment, in addition, payment is made exclusively for services actually provided to the client.

Secondly, the services are provided by professionals who, based on their own experience, will help you quickly and competently respond to incidents and cope with other difficulties.

You, in turn, need to concentrate on the main business and forget about information security or just control and optimize the services provided by the service provider.

In Russia, the MSSP is only just beginning to gain momentum, although, of course, it is still far from world indicators. More and more customers are starting to trust service providers, outsourcing key IT and information security processes.

Move on. The sixth trend, and probably the most predictable - KII and GosSOPKA

On January 1, 2018, the law “On the security of critical information infrastructure” (hereinafter referred to as the Law) came into force in the country. Starting from 2013, even at the project stage, this law was vigorously discussed by the information security community and raised many questions regarding the practical implementation of its requirements. Now that these requirements have come into force, and all subjects of the CII have faced the burning need to fulfill them, here is a more or less unified algorithm of actions.


According to the law, CII entities must:


	
carry out the categorization of KII objects;



	
to ensure integration (integration) into the State system for detecting, preventing and eliminating the consequences of computer attacks on the information resources of the Russian Federation (GosSOPKA);



	
take organizational and technical measures to ensure the safety of KII objects.






	
And the connection to the State SOPCA requires from the KII subjects the following:



	
inform the FSB of Russia about computer incidents, as well as the Central Bank of the Russian Federation, if the organization operates in the banking sector and other areas of the financial market;



	
assist the FSB of Russia in detecting, preventing and eliminating the consequences of computer attacks, establishing the causes and conditions of computer incidents.





In addition, according to the individual decision of the subject of KII in the territory of the KII object, the equipment of the State Social Protection and Certification System can be placed. But in such a model, the subject is additionally required to ensure its safety and uninterrupted functioning. In other words, the subject of KII can organize its own center GosSOPKA.

Conclusion, if you are a subject of KII, it does not matter what class, you are obliged to report all incidents to the State SOPKA. The punishment for failure to fulfill or improper fulfillment of the requirements of the law is severe up to criminal. Therefore, all subjects of KII, state, commercial, up to private entrepreneurs (if he suddenly provides such services) must and will carry out activities to comply with legal requirements.


Trend # 7 of the coming couple of years - cyber risk insurance

In general, the cyber-risk insurance market is only gaining ground now, but by 2023, according to experts, the size of insurance premiums in the Russian market will amount to 1 billion rubles.

An important factor from the point of view of deciding in favor of cyber risk insurance is government policy on this issue. Thus, the Ministry of Finance issued a letter according to which it allowed organizations to take into account the loss from cyber-attacks as an expense and thereby reduce the basis for calculating income tax, but for this it is necessary to report an attack to law enforcement agencies, which, if there is expert opinion, should initiate a criminal case. However, if you refuse to initiate criminal proceedings for any reason, you will not be able to lower the tax base.

Consequently, any attack by attackers in this case will entail not only financial losses for organizations, but also additional reputation risks. And customers and counterparties will be able to draw the appropriate conclusion about the reliability of the organization.

At the same time, the use of a cyber-risk insurance policy, on the contrary, demonstrates the organization’s desire to protect and secure customers from malicious acts.

I want to emphasize that preventive measures to organize data security are still the most logical and effective tool to reduce the likelihood and possible damage from cyber-attacks.

Another predictable trend and he is already number 8 - biometrics.

On July 1, 2018, Law No. 482-ФЗ on the biometric identification of citizens came into force in Russia, providing for the creation of a single database of biometric data for all residents of the country. Therefore, all organizations, one way or another related to this law, will need to use the specialized software and hardware complex to provide reception, storage, and, most importantly, secure transmission of user biometric data.

At this stage, the implementation of the Biometric System will greatly facilitate the lives of bank customers by simplifying the process of processing financial products. Now, to determine the identity of the client, it is not necessary to require a passport it is enough to compare the voice and the person with the entries in the database. A bank client can execute any of its products for example, a deposit or a loan anytime, anywhere by phone or in the Internet bank. Banking services will become more accessible to people from remote regions where the choice of banks is limited or completely absent.

And for banks, in turn, connecting to the EBS will help to fulfill the requirements of the law, in terms of the security of data transmitted and received from the Unified Biometric System.

Trend No. 9. Training and raising IB awareness

Raising awareness is not only a direction of information security, but also one of its eternal trends. If the company does not train its employees in information security rules, then a violation of these rules is almost inevitable: even the most conscientious employee cannot comply with what he does not know. Plus, in recent decades, scammers who want to get valuable data actively use social engineering. In attacks of this kind, a person is manipulated, parasitized on his weaknesses curiosity, credulity, fear of sanctions from the authorities.

Complex technical solutions recede into the background: why waste time and effort developing a virus, trojan or spyware if a person himself can give you all the necessary information? It is clear that in the light of this trend, training is becoming an indispensable means of protection.

If a company wants to make the training of its employees effective, it needs to conduct it regularly and make sure that it is interesting. If the first is usually not bad, then the second most often causes problems. Here trends come to the rescue within awareness raising itself. It:


	
Emphasis on distance learning - training materials can be viewed on different types of devices at a time convenient for employees;



	
Personalization - preparation of different materials for different target audiences;



	
Micro-learning - supplying training information in small blocks and fixing each block with practical tasks;



	
Gamification - adding game elements to the training (awards and achievements, the gradual complication of tasks, the use of fascinating stories and characters).






The next, 10th trend - the safety of the Internet of things

The security risk from IoT devices was seriously discussed back in 2016, after a massive DDoS attack by the Mirai botnet, which included hundreds of thousands of infected devices.

The possibility of organizing a botnet of this magnitude is associated with a low level of security for such devices: in addition to the initially weak passwords, there are also “default” vulnerabilities in many of them.

The list of types of devices is constantly updated: home routers and web-cameras, various sensors and components of a smart home, medical and industrial equipment.

In recent years, interest in vulnerabilities in car software has also increased.

Since every year the amount of equipment connected to the Internet is only increasing, we predict an increase in the number of incidents related to this area.

Next is trend No. 11, which cannot be ignored from the point of view of product development in cybersecurity.

Already, automation of security processes and routine operations is starting, cyber incident response and detection is taking place at endpoints.

Companies use corporate Honeypot, i.e. fake site / resource, leaving a trick site to be torn to pieces by hackers. And as part of the familiar information security products, Machine Learning modules are already used. But there will still be roofing felts.

Speaking of Machine Learning, this is also one of the cybersecurity trends - in our list number 12.

Machine learning has been used in the environment of manufacturers of security equipment for a long time, allowing you to build more flexible and adaptive methods for detecting threats.

Currently, there are trends to build this competency not only on the side of the defenders, but also among hackers.

Mostly cybercriminals use machine learning to develop malware that bypasses signature-based detection methods creates phishing emails that are almost indistinguishable from regular mail, and also look for vulnerabilities in application code.

Do not forget that machine learning can be used in terms of working with company algorithms. As soon as fraudsters gain an understanding of how the algorithm was trained, they will immediately have leverage to manipulate it.

Well, the final, 13th trend is comprehensive work to identify and protect the business from threats.

Here we will focus on monitoring the information space, monitoring publications and references to organizations and its representatives, as well as protecting the brand.

Currently, black PR and fraudulent schemes are increasingly moving into the information field that is accessible to everyone.

By issuing certain types of information about the company or its individual person, the attackers pursue several goals:


	
Marketing (image), namely the loss of business reputation, as a result of customer care and lost profits. For Internet companies, even a partial loss of reputation and customers, a negative information background threatens with significant risks up to bankruptcy.



	
Financial - a real loss of money due to phishing and information attacks. Selling sensitive information to competitors or attackers is also at the forefront.



	
Personnel - staff disloyalty or competitor luring.






Given the above, there is a need to monitor the information space, control the illegitimate use of the company’s brand, search and verify negative reviews, as well as monitor confidential information for leaks, in general, protect the business.

And what are the trends of the near future for cybersecurity in your opinion? Perhaps we can work together to expand this list.

[image: ]



CHAPTER 5


NEW US
 CYBERSECURITY
 STRATEGIES


The United States was part of the first to consider cybersecurity as a mission of strategic importance. The attacks of September 11, 2001, as well as the growing threat to the economy, which is increasingly dependent on ICT, forced the George W. Bush Administration review the mission of securing critical infrastructure There was a need for an integrated approach, which was formulated in 2003, when the “National Strategy for the Protection of Cyberspace” appeared". In accordance with this strategy, responsibility for ensuring cyberspace security was shared between agencies and federal ministries, and the US Department of Homeland Security (IMB), created a year earlier, became the coordinating body. According to the 2003 Strategy, the WBI not only bears an exclusive responsibility to prevent damage, unauthorized access and disable infrastructure, but also, together with ministries and agencies, as well as the private sector, participates in international negotiations, including the development of international principles of behavior, as well as in the exchange of information. Also, more than 50 points of the Cyber ​​Threat Prevention and Information Network began to operate.

In accordance with the Strategy, the US Department of Defense and law enforcement agencies are developing systems to detect sources of threats and attacks to ensure a timely and effective response, and the Department of State is developing cooperation on all cybersecurity issues in the international arena. The “National Strategy for the Protection of Cyberspace" emphasizes the need to create an international environment and cooperation between at least those states that share a shared vision on a number of issues, such as technical standards and acceptable legal norms for territorial jurisdiction, sovereign responsibility and the use of force.

In 2008, a new, transitional stage in the development of the cybersecurity system began. The “Comprehensive National Cybersecurity Initiative” was designed to eradicate the problems inherent in the current system at that time, but it began to be implemented in a slightly modified form already under B. Obama.


B. Obama - International Security and ICT Impact

US President Barack Obama has declared cybersecurity one of the most prestigious government tasks. Another task was the development of new opportunities provided by cyberspace, and their use in the national interests. In 2009, the “Cyberspace Policy Review” was developed and presented.”, Which contains not only an analysis of the current cybersecurity system but also a plan for its transformation with a view to more adequately ensuring US cyber defense. Based on the “Comprehensive National Cybersecurity Initiative,” it was substantially revised and supplemented. One of the main problems was the continued disunity of the cybersecurity system. Despite the fact that in accordance with the 2003 “National Strategy for the Protection of Cyberspace," responsibilities and functions for ensuring cybersecurity were distributed between agencies and federal ministries, the powers to develop this system as a whole were not sufficiently consolidated. To solve this problem, a position was created for the coordinator of state policy in the field of cybersecurity, the so-called "cyber king",

At the same time, the state has moved away from the leading role in protecting critical infrastructure - the vertical principle has been replaced by standardization and general guidelines, according to which private capital must ensure its cybersecurity. Significantly more attention was paid to the problem, which was realized only during the late George W. Bush Jr. - This is the development of human potential and improving computer literacy. But the most significant change was the development of cooperation on cybersecurity issues at the international level, which has become a central element of policy in this area. So, in 2011, the United States developed and published the “International Strategy for Cyberspace”, the goal of which is to create a unified platform for international cooperation on cyberspace based on American approaches to cybersecurity. To advance US cybersecurity policy, a senior focal point for cyberspace has been created at the US Department of State. An exciting part of the known  “International Strategy for Cyberspace” was the thesis about the so-called “capacity building,” namely, assistance to developing countries by providing the necessary resources, knowledge, and specialists, including for preparing national cybersecurity strategies.

In contrast to the period of George W. Bush Jr. US representatives actively participated in the preparation of the report of the Group of Governmental Experts to the UN General Assembly in 2010. In 2011–2013. There were a number of high-level bilateral negotiations on cybersecurity issues, primarily with Russia and China, during which there was an attempt to develop “rules of the game” of the leading powers in the new field of international relations. The highest point in the development of Russian-American relations was the “Joint Statement of the Presidents of the Russian Federation and the United States of America on a New Area of ​​Cooperation in Building Confidence”, signed in 2013, which spelled out cooperation in the field of protecting critical information systems and mechanisms for reducing the level of danger in cyberspace. Unfortunately,

Donald Trump - America First

The new Strategy has become a logical continuation of the policy of recent years, and now consolidates it at the doctrinal level. As already mentioned, the most similarities to her are with the policies of George W. Bush Jr., at the same time, some theses were taken from B. Obama and finalized to current needs. The first thing that got attention to itself in the new cyber strategy is the formation of an image of an external threat to freedom and democracy and a focus on providing peace with force. The Strategy lists, again and again, the primary opponents - Russia, China, Iran, North Korea, and international terrorism. Also, it is clear that a document of this level does not imply any evidence. On the contrary, it is said that most of the world accepts the American vision of “common and open cyberspace working for the common good,” while malicious actors attack other countries, and even dare to use cyberspace to counter military, economic and political superiority the USA. The strategy recognizes that a purely technocratic approach is not suitable for counteracting such actors - political steps are needed to contain and prevent further escalation. And one of these steps is the course towards rallying allies and friendly states around the United States.

The policy stated in the document is centered on four pillars: protecting American citizens, the country, and the American way of life; promoting America's prosperity; maintaining peace by force; the spread of American influence. In some areas, one can find specific examples of recent events that formed the basis of a new policy that could affect not only US cybersecurity but also international relations in the field of security of the ICT environment as a whole.

Cybersecurity risk management to increase the reliability and stability of information systems, including at mission-critical sites, is the main task of the first pillar of the new Strategy. One of the new things of domestic policy is the advancement of a risk management system in the federal level supply chains, which includes, inter alia, the definition of clear powers to exclude (in some cases) from the supply and procurement process those suppliers of products and services that are considered risky. These actions will be connected with efforts to manage risks in the supply chains associated with the country's infrastructure. It seems that the degree of risk of using the products of one or another supplier should be determined in each individual case. At the same time, the available examples of the implementation of such a policy allow us to state with confidence that, according to the United States, the leading unreliable suppliers are located in Russia and China. So, the first “touchstone" was the ban introduced last year for use in national networks of Kaspersky Lab software products. The adoption of such a decision was not prevented by the lack of evidence of the company's involvement in malicious activities. Such a decision, made under the pretext of national security, will allow, among other things, to solve the economic problem of stimulating local producers through the actual closure of the ICT services market for competitive, but "unreliable" suppliers. Relatively recently, an information campaign began against the Chinese hardware manufacturer Supermicro. In recent media reports, citing an investigation by Bloomberg Businessweek, it was said about the introduction of hardware bookmarks with the approval of the Government of China into the server boards used by many American companies, including Amazon and Apple.  Bookmark chips were reportedly inserted during the manufacturing process at Supermicro plants operational agents from the unit of the People's Liberation Army of China. Taking into account the growing trade and economic confrontation between the USA and China, the next logical step could be the introduction of a ban on the use of Chinese components in the servers of government institutions, similar to what happened with Kaspersky Lab. This may well be followed by the rejection of the use of Chinese components in large companies and at critical infrastructure facilities. Also, the United States will contribute to the development of the Internet and an open, compatible, reliable and secure communications infrastructure that will increase the competitiveness of American companies and help them counter the economic interference of other countries in the areas of strategic competition. Moreover, the Strategy explicitly states

The new Strategy centers on improving cybersecurity in transport and maritime infrastructure, as well as in space. As these sectors modernize, they become more vulnerable to cyber-attacks. Of particular concern is the safety of maritime transport, since delays or cancellations of transport can lead to disruption of the economy at strategic and lower dependent levels. It seems that attention to problems in this area was attracted, inter alia, by one of the episodes of the attack of the NotPetya ransomware virus in 2017, when the Maersk freight carrier received cumulative losses in the amount of 300 million dollars in connection with the violation of its operating activities. In response, the United States will establish the necessary roles and responsibilities, promote advanced mechanisms for international cooperation and information exchange, and contribute to the creation of a new generation of marine infrastructure that is resistant to cyber threats. It is possible that under the pretext of non-compliance with American standards, the “marine” infrastructure of other states participating in international maritime trade (for example, liquefied natural gas terminals or ports along the Northern Sea Route) may be declared “unsafe.”

The United States considers unimpeded access and freedom of action in outer space as vital elements in ensuring its security and economic prosperity. Space assets and supporting infrastructure are critical for navigation, reconnaissance, surveillance, satellite communications, and weather monitoring. The Trump Administration plans to step up efforts to protect existing and future space assets and support infrastructure from evolving cyber threats through interaction with industry and international partners. The space policy for D. Trump is becoming as significant as the cybersecurity for B. Obama - the creation of space armed forces has already been announced, and Russia, like China, has been declared the main rivals of the United States in this area. Relevant newsletters have already been used to reinforce this position. So, the company Symantec in 2017 published a message with details of the cyber operation called “Thrip.” Experts argue that the attack was aimed, including at systems that control telemetry and satellite control, and its source was computers located in China.

Another critical policy element identified in the new Strategy is the modernization of legislation in the field of electronic surveillance and computer crime. It is planned to update the legislation on electronic surveillance and computer crimes to expand the capabilities of law enforcement agencies to legally collect the necessary evidence of criminal activity and conduct further operational investigative and judicial procedures. Necessary information may also be collected outside the United States. If earlier for implementation of these activities has been used so-called agreement on mutual legal assistance implemented, including in the framework of the Budapest Convention on cybercrime, the received in this year CLOUD Act” gives law enforcement authorities significant authority to obtain information stored on those servers of American companies that are located outside the United States. Thus, the conclusion of agreements and the corresponding notification of states on the conduct of investigative measures in their territory are no longer required. Interestingly, along with allegations of rejection of Internet censorship and a commitment to open and restrictive cyberspace, the Strategy instructs law enforcement agencies to work with the private sector to overcome technological barriers such as anonymization and encryption technologies, which are used, among other things, to ensure the notorious "freedom of the Internet."

A significant emphasis in the Strategy is placed on actions that should contribute to the expansion of American influence in the world. One of these areas is the development of the capabilities of partner countries to counter cybercrime. Upon receipt of a request for assistance from US law enforcement agencies, states must have the appropriate technical capacity. To develop international cooperation in the fight against cybercrime, the United States will take a leading role in developing compatible and mutually beneficial mechanisms that will facilitate the active cross-border exchange of information related to law enforcement and reduce barriers to cooperation. The use of existing international tools will be promoted - the UN Convention on the Suppression of Transnational Organized Crime and the G7 Network of 24-hour Contact Centers. Despite the fundamental challenges of the Budapest Convention on Combating Cybercrime (lack of development, the threat of violation of state sovereignty), the US Administration will work to expand international consensus in favor of the Convention. UN draft resolution “On cooperation in the field of countering information crime,”proposed by Russia, is not even considered from a critical point of view.

As with B. Obama, an essential element of United States policy to expand its influence is the promotion of new technologies and the provision of advice on infrastructure deployment, risk management, development of policies and standards to expand the reach of the global Internet and ensure its compatibility, security, and stability. The introduction of foreign know-how and cybersecurity standards into national technical developments can not only lead to the loss of technological sovereignty in this critical area, but also to the appearance of undocumented software and hardware functions (so-called “bookmarks”).

Peace through power

The United States recognizes that the confrontation in cyberspace is changing the current strategic balance of power, and therefore, opportunities in cyberspace will be seen as related to other elements of national power. To deter opponents from those malicious actions in cyberspace that threaten US national interests, allies or partners, all the tools of national power, including military force, will be used. It is noteworthy that the spectrum of unbeneficial activity now includes not only cyber-attacks, but also malicious campaigns of propaganda and misinformation - as it seems, in response to Russia's unproven interference in the presidential election process in the United States.

The mechanism for determining the degree of “maliciousness” of actors in cyberspace will be based on the American interpretation of the provisions of international law and optional voluntary norms of responsible behavior of states in cyberspace. These standards, developed by the UN GGE in 2015, were supposed to define the framework for acceptable behavior for all states and contribute to greater predictability and stability in cyberspace. In 2017, the GGE was unable to reach unanimity on how to implement these standards, including because the United States insisted on including a clause on the right of states to self-defense in cyberspace in the report. The United States will ginger other countries to publicly adopt these principles and rules, which will become the basis for joint opposition to non-compliant states. To identify the latter, it is proposed to disseminate objective and relevant data obtained by the intelligence community in the executive bodies of the United States and among key partners. Obviously, in the context of the widespread use of public attribution, unsubstantiated statements by an authoritative state about the involvement of a country in an incident in cyberspace cannot but lead to an escalation of tension. None of the documents spells out what international legal mechanisms can be created to legitimately investigate and adjudicate incidents in cyberspace, including those which, according to the United States, can be considered an armed attack. Unsubstantiated statements by an authoritative state about the involvement of a country in an incident in cyberspace cannot but lead to an escalation of tension. None of the documents spells out what international legal mechanisms can be created to legitimately investigate and judicially examine incidents in cyberspace, including those which, in the United States's opinion, can be considered an armed attack. Unsubstantiated statements by an authoritative state about the involvement of a country in an incident in cyberspace cannot but lead to an escalation of tension. None of the documents spells out what international legal mechanisms can be created to legitimately investigate and adjudicate incidents in cyberspace, including those which, according to the United States, can be considered an armed attack.

In parallel, work is underway to address the possible consequences of irresponsible behavior that is detrimental to the United States and its partners. To prevent, respond to and deter malicious cyber activity, all available tools can be used, including diplomatic, informational, military (both kinetic and cybernetic), financial, intelligence mechanisms, public attribution, and law enforcement actions. Through cybersecurity capacity-building initiatives, the United States expects to build strategic partnerships that are critical to influencing the “bad” actors in cyberspace. A key element in this area should be the Cybersecurity Initiative: coordination of the general response of a broad coalition of like-minded states to serious malicious incidents in cyberspace, including through the exchange of intelligence, attribution, public support statements and other joint actions. Similar work to rally and strengthen joint capabilities will be carried out by the US Department of Defense. In accordance with the Law on budgetary allocations for national defense in 2018, the Ministry of Defense carried out a comprehensive review of the military strategy in the field of cyberspace and the possibilities for its implementation. The result was the emergence of the new “Cyber ​​Strategy of the Ministry of Defense,” many of whose elements resonate with the “National Cyber ​​Strategy.” In accordance with its provisions, the development of cyber capabilities will be accelerated, designed both for warfare and for combating malicious actors in cyberspace. It will be possible to advance US interests through operations in cyberspace in the entire spectrum of conflict intensity: from everyday operations to wartime - while cyber capabilities will be used in a proactive manner. This cannot but cause concern - especially considering the fact that D. Trumplowered the barriers necessary for offensive cyber operations, and the Cyber ​​Command gained greater independence, becoming the 10th joint command.

In general, the New Cybersecurity Strategies is focused on strengthening power, enhancing influence, and promoting US interests in the international arena. At the same time, at entirely different levels, D. Trump’s pre-election thesis “America - First of All” is being implemented. This is the promotion of American know-how and technology and the rallying of allies and partners. At the same time, under the pretext of national security, American markets are closed for goods and services provided by companies from “unreliable” states. Similar steps by other countries - for example, the requirement to store personal information on servers within the country are declared to undermine the competitiveness of American companies.

Regarding the standards of conduct in cyberspace developed by the UN GGE, the United States will promote these standards and use them to their advantage. It seems that this will be done through public attribution that has already become commonplace without providing any serious evidence. Such a mechanism of marginalization will not lead to increased stability and security, given that it is planned to provide a coordinated US typical response not only through attribution but also militarily, including in a proactive manner.

The Strategy does not indicate plans to create international legal mechanisms that could independently, objectively, and with due competence, conduct a legitimate investigation and make a court decision regarding malicious acts in the ICT environment. This means that the alleged perpetrators are already known and beyond doubt these are Russia, China, Iran, North Korea, and international terrorism. At the same time, the Strategy does not say anything about how to overcome the current crisis situation. Instead, there is a clear signal that in the near future, there are no plans for even mutually beneficial and mutually needed official contacts on the topics of information and cybersecurity. This indicates that the split between the pro-American and pro-Russian-Chinese vision of the future ICT environment is only growing, and as a result, can even lead to fragmentation of the ICT environment and the Internet. At the same time, Russia and China are not interested in such a development. This is evidenced by the resolution submitted for consideration by the UNGA "Achievements in the field of informatization and telecommunications in the context of international security.” Traditionally, these resolutions serve to cover current events in the field of international information security, and do not contain significant declarations. This time, it calls on the states of the world to follow the norms, rules, and principles developed in 2015, as well as convene the next GGE, which will give an answer to the question of how to implement these standards.

Ongoing work at an unofficial level in the format of one and a half tracks - at various international forums and other venues can also help to overcome the current crisis. The restoration of relations should begin with steps to restore mutual trust perhaps through participation in projects with wide international representation. Further, if there is political will, one can pay attention to those problems, the solution of which is in the interests of both states.


CHAPTER 6

HACKING

WHAT IS A HACKER?

The jargon file contains a multitude of definitions of the term "hacker," which mainly has something to do with technical skill, a joy in solving problems and crossing boundaries, but if you want to know how a hacker is only two things matter.

First, there is a community of programmers and network "magicians" whose roots go back to the days of the first minicomputers and the earliest ARPA net attempts. The members of this culture created the term "hacker." Hackers built the Internet, hackers made the UNIX operating system what it is today, hackers run the Usenet, hackers brought the World Wide Web to work, and hackers created much more. If you are part of this culture, if you have contributed to its being and development, if other members know who you are and call you a hacker, then you is a hacker.

The hacker worldview, on the other hand, is not limited to the software hacker community. Some currents translate the attitude of hackers to other things, like electronics or music actually the highest level of skill in any art or science. Software hackers recognize these kindred souls and occasionally call them "hackers." There are even voices who say that the hacker's attitude is entirely independent of the medium the hacker is dealing with. In the remainder of this text, however, we want to focus on the features and attitudes of software hackers and their traditions, which created the term hacker.

CRACKER

There is another group that vociferously calls itself a hacker but does not deserve this name in any way. These are people (mostly pubescent male beings) who enjoy breaking into computers and destroying the telephone network. Real hackers call these people "crackers" and do not want to have anything to do with them. Real hackers consider crackers to be a lazy, irresponsible and not very smart pack because just as you do not become a hacker by cracking security codes, you become a car mechanic by shorting a car. Unfortunately, many journalists and writers have resorted to using the word hacker as a description for crackers;

The essential difference is that hackers are building things up; crackers are destroying them.

If you want to become a hacker, read on. But if you want to become a cracker, go read the newsgroup alt. 2600 and be prepared to spend five to ten years in jail after finding out that you are not as smart as you thought. And this is all I have to say about crackers!
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THE ATTITUDE

Hackers solve problems and build things; they believe in freedom and voluntary, mutual help. In order to be accepted as a hacker, you have to behave as if you had this attitude. But to behave as if you had that attitude, you really have to believe in it.

But if you think the hacker attitude is the key to your acceptance by the community, you're wrong. Being a person who believes and internalizes these qualities is crucial to you, helping you to learn more efficiently and keeping you motivated. As in all arts, it is most useful to imitate Master's thinking not just from the knowledge side, but also from the emotional side.


	

The world is full of fascinating problems, all just waiting to be solved.






Being a hacker is a lot of fun, but it's a kind of fun that requires a lot of effort. To make an effort requires motivation. Successful athletes get their motivation from a kind of physical exhilaration when they train their bodies or when they go beyond their performance limits. It's a similar thing to the hacker, and he has to feel a necessary excitement whenever he can solve a problem, widen his abilities or train his mind.

If you are not a person who naturally feels that way, you just have to become one if you want to become a hacker; otherwise, you will quickly notice that your hacker energy is being consumed by distractions such as sex, money or social recognition,

(You also have to develop some kind of belief in your own learning ability - a belief that will make you, even if you do not have a clue, how to solve the whole problem, if you just solve a little bit and get rid of it learn, you have learned enough to solve the next bit and so on, until you finally make it.)


	

Nobody should ever be forced to solve a problem twice.






Creative minds are valuable and rare. You should not be wasted on reinventing the wheel when so many incredible new problems are waiting to be solved.

To act like a hacker, you have to believe that the time available to a hacker to think is precious so precious that sharing your information, solving problems, and passing on the solution is almost a moral duty. So that other hackers can address new problems instead of having to rewind them all the time.

(That does not mean that you have to give away all the accomplishments of your creativity, even though those who do so are given the utmost respect. It's compatible with the hacker's values ​​of selling enough to deal with computers, food, and a roof over their heads It's reasonable to use hacking skills to look after a family or even get rich, as long as you never forget that you're a hacker while you're doing all this.)


	

Boredom and drudgery are vicious.






Hackers (generally all creative people) should never be bored or forced to do dull, repetitive work, because of course, that means they are not doing what only they can do solving new problems. This waste hurts everyone. So boredom and drudgery are not just uncomfortable, but more or less vicious.


	
To behave like a hacker,





you have to believe this strong enough to want to automate the tedious work as much as possible, not only for yourself but for all other people as well (especially other hackers).

(There is one exception to this rule.) Hackers sometimes do things that at first glance seem boring and dull, but actually serve to practice, clear their minds, acquire an ability, or gain some experience But this is absolutely voluntary - nobody who is in their right mind should ever be forced into boredom.)


	

Freedom is good.






Hackers are, by nature, anti-authoritarian. Anyone who can give you orders can also keep you from solving the problem that's intriguing you - and will - this is just the way authoritarian brains work - finding some dreadfully stupid reasons for him to do so can. Authoritarian attitudes must be fought wherever they are found, so they do not stifle you and other hackers.

(This is not the same as fighting all the authorities, children need to be guided, and criminals stopped.) A hacker will also agree to some kind of authority and accept it if it gives him something that is more valuable to him than that Time he spends following the orders, but this is a limited, deliberate trade, but the kind of personal submission authority demands can no longer be considered as an offer.)

Authority thrives on censorship and secrecy; she mistrusts voluntary collaboration and liberal distribution of information the only "collaboration" she likes to see is that under her control. So, if you want to act like a hacker, you must develop an instinctive hostility to censorship, secrecy and the use of force or deceit, and you must be prepared to act on that belief.


	

Attitude is no substitute for skill and knowledge.






To be a hacker, you have to share this attitude, at least for the most part. But just taking on one attitude does not make you a hacker anymore, as it will make you a rock star or an outstanding athlete. To become a hacker, you need intelligence, practice, dedication, and you will have a lot of hard work ahead of you.

Therefore, you must learn to distrust someone else's attitude and to respect the competence of any kind. Hackers will not allow showies to waste their time, but they can worship - especially skill in hacking, but competence, in general, is excellent as well. Expertise in sought-after skills that few people master is particularly good, and competence in sought after skills that require mental clarity, skill, and concentration is the absolute best.

If you value skill and knowledge, you will enjoy developing it in yourself - the hard work and dedication will be of such intensity that they are more like a game than drudgery. This is absolutely vital if you want to become a hacker.


BASIC HACKER SKILLS

Hacking is essential, but hacking skills are much more. Attitude is not a substitute for the skill, and there's a collection of skills you absolutely must have before any hacker dreams of calling you a hacker.

This toolbox of the hacker changes only slowly. The change takes place to the extent that technical progress requires new skills and makes old ones superfluous. For example, machine language programming used to be a condition, whereas HTML did not matter until recently. But at the end of 1996, one can pretty much add the following points:


	

Learn to program.






Of course, this is the most crucial hacking ability. 1997 is the language you definitely need to learn, C (although it should not be the one you learn first). But you're just not a hacker, or just a programmer, if you only know one language you have to learn to look at programming problems in a general way, no matter how they translate into different languages. To become a real hacker, you need to get to the point where you can learn a new language within days because you can relate the content of the manual directly to what you already know. This means you should take many different approaches,

Besides C, you should at least learn LISP and Perl (Java insists hard on the right to be called here). In addition to their importance as the most critical hacker languages, these programming languages ​​provide very different approaches to programming. It will enrich you in many valuable ways.

I cannot give a precise and complete description of how to learn to program - this ability is too complicated. But I can tell you that you will not get very far with books and classes (many, maybe most hackers have taught themselves all). What you need to do is (a) read program code and (b) write program code.

Learning to program is like learning to write well in a natural language. The best way is to read code written by programming masters and then write something yourself, read a whole lot and write a bit, read again and write more... and all this for so long Repeat until you start to develop strengths and efficiency in your work.

Finding right program code suitable for reading used to be quite tricky because there were just as few programs as source code for gnomes to read and tinker with. This has changed dramatically; Free software, free programming tools, and free operating systems (all available as source code and written by hackers) are now widely available. What brings us

seamlessly to our next topic...


	

Get one of the free UNIXs and learn how to use and operate it.






I assume you have a PC or can access one (today's kids have it so easy. The only significant step that any newbie can take towards the acquisition of hacking abilities is to get a copy of Linux or one of the free B S D UNIXs, install them on a PC and start them.

Sure, there are other operating systems in the world besides UNIX. But they are delivered in binary form so you cannot read or modify the code. Learning to chop under DOS, Windows or MacOS is like learning to dance ballet with a straitjacket.

Besides, UNIX is the operating system of the Internet. While you can use the internet without knowing UNIX, you cannot be an internet hacker without understanding UNIX. That's why the hacker community today is heavily UNIX-centric. (It has not always been that way, and some old-time hackers are not happy at all with it, but the interplay between UNIX and the Internet seems to have grown so strong that even Microsoft's muscle games cannot separate it.)



	

Learn to use the web and write HTML code.






Most of the things the hacker culture has created work outside the sight of the mortal, behind the walls of factories, universities, offices without impacting the lives of non-hackers. The Web is the one, big exception, the big, shiny hacker toy whose world-changing features even politicians admit. Just because of this reason (and many more besides) you have to learn how to use the Web.

This does not mean that you can only use a browser must ( the , each) but that you learn the language of the Web presentation write HTML. If you have no idea how to program, writing HTML will teach you some mental behaviors that will help you learn a programming language. So build your own homepage.

But just having a homepage is not nearly enough to make you a hacker. There are thousands of homepages on the web. Most of them are meaningless, uninhabited filth admittedly, lovely filth, but nothing but filth (more on this topic's on The HTML Hell Page).

In order to be worth seeing, your page must have content - it must be exciting and/or useful for other hackers, which brings us back to the next topic...


	

Status in the hacker community






As in most cultures without money economy, the hacker community is based on the reputation and reputation of its members. You try to solve interesting problems, but how exciting and how good your solutions really are is only decided by those who are equal or superior to you.

Consequently, if you choose the hacker route, you will need to learn to value yourself mainly based on the respect and attitude of other hackers towards your skills (that's why you're not a hacker unless other hackers call you that). This fact is clouded by the image of the hacker as a loner and the hacker taboo that the ego or appreciation of other people could in any way have any influence on the motivation of an individual (now abating, but still existent).

In technical jargon, the hacker community is what the anthropologists call a gift culture. Status and recognition cannot be achieved in it through domination of other people, beauty, possessions, etc., but only by voluntarily giving things away, in fact, by sharing your time, creativity, and results of your abilities with other people.

Here's a list of the 5 things you can do to earn the respect of hackers:


	

Write software that anyone can use for free.






The first (most central and traditional) point is to write programs that other hackers consider useful and / or entertaining, and make them available to the entire hacker culture.

The most revered demigods of the hacker community are those who have written large and powerful programs that meet a widespread need, and then released them for free use.


	

Help test free software and find bugs






You can also help by looking for bugs in free software. In this imperfect world, we inevitably spend most of our time debugging. That's why any author of free software who is still in their right mind will tell you that a good beta tester (who knows how to accurately describe symptoms, locates sources of error, tolerates early version bugs, and is willing to making a few test runs) is worth more than its weight in gold. Even a single beta tester is sometimes enough to turn an exhausting, lengthy nightmare into an instructive troubleshooting that is hardly a nuisance.

If you're a newbie, try to find a development-focused program that interests you and try to be a good beta tester. It is a natural process of testing a program to work through a program for modifying a program. You will learn a lot from it and create lots of good karma with the people you helped and who will help you too.


	

Publish useful information






Another good thing is to gather interesting and useful information and make it available in the form of web pages or FAQs (Frequently Asked Questions).

Those hackers who maintain and expand significant, technical FAQs are almost as highly regarded as freeware authors.


	

Help keep the infrastructure alive






The hacker culture (and the technical development of the Internet in particular) thrives on the work of volunteers. There's a lot of inglorious work that needs to be done to keep it going: Maintaining mailing lists, moderating newsgroups, maintaining extensive software archives, developing RFCs, and other technical standards are just some of the best known examples.

People who do an excellent job of doing this kind of work are given a lot of respect, because everyone knows that doing so consumes time in large numbers and is unlikely to be as fun as playing code. Doing this work requires a lot of dedication.


	

Help the hacker culture






Finally, you can help by propagating the hackers (e.g. by writing detailed instructions on how to become a hacker). This is something that you will not be able to do until you've been around for a while and become known for one of the first four things.

The hacker culture knows no leaders, but there are heroes of culture, historians and speakers. If you've been in the trench long enough, you may be able to grow into one of those positions. Attention: Hackers mistrust too much apparent self-confidence in their superiors, which is why it is dangerously obvious to strive for this fame. Instead of fighting for it, you'd better do it in such a way that it falls into your lap all by itself, and then be humble and grateful for your status.

The hacker / nerd connection

Despite popular beliefs, you do not have to be a nerd to become a hacker. Of course, it can be quite useful, and many hackers are indeed nerds. Being a social borderline case can help you focus on the essential things like hacking and thinking.

For this reason, many hackers have adopted the term 'nerds' for themselves or even use the even harder term 'geek' as a kind of award it often means for them the declaration of independence from the social typical picture of everyday society. Check out the Wikipedia Gee Geek page to learn more.

If you manage to focus enough on hacking, being good at it, and having a healthy life, that's great. This is much easier today than it was when I was a newbie; Everyday culture today is much friendlier to technology nerds than it was back then. There is even an increasing number of people who find that hackers often make a perfect match as a friend/girlfriend/wife/ husband.

If you want to hack because you have no life or no purpose in life, that's okay at least you'll never have the problem that you cannot concentrate anymore. Maybe later you will find your access to life, maybe even by hacking.

Additional factors related to the style

Again, to be a hacker, you have to enter the hacker world of thought. There are a few things you can do if you do not have access to a computer. They are not a substitute for hacking (there is nothing that would really be a substitute) but many hackers do, and feel that these things have a way of making them hack.


	
Read science-fiction books and visit sci-fi congresses (a great way to meet hackers and future hackers).



	
Study the Zen teachings and / or learn a martial art (The mental discipline seems to agree in essential points).



	
Develop an analytical ear for music. Learn to appreciate unique types of music. Learn how to master a musical instrument or how to sing.



	
Develop understanding of puns.



	
Learn to write very well in your mother tongue. (A surprising number of hackers, including the best I know, are capable writers.)





The more things you do about them, the more likely it is that you are a hacker by nature, or at least apt for it. Why these are just these things is not evident to this day, but they seem to have to do with a combination of right and left brain thinking processes that seem to be significant (hackers are forced to reason both logically and in the past) To be able to move out of the immediate logic of the momentary consideration of the problem).

Finally, a few things you should not do:


	
Do not use stupid, grandiose user or screen names.



	
Do not get involved in FlameWars on Usenet (generally nowhere).



	
Do not call yourself "cyberpunk," and do not waste time on anyone who calls himself that.



	
Do not write emails or news posts that are full of spelling mistakes or bad grammar.





The only thing that will happen to you, if you behave like that, is ridicule. Hackers do not forget so fast - it could take years to get it back.
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CHAPTER 7

ETHICAL HACKING FOR BEGINNERS

The security is undoubtedly one of the hottest and most active sectors in the technology landscape. Fortunately, companies and governments are increasingly concerned about the security of their systems or the protection of their users' data and, in a short time, the sector begins to demand more and more professional experts in security audits, hacking, analysis of vulnerabilities, and mitigation of attacks...

Cybersecurity is a very active sector, however, how can you enter this sector? How to become a hacker? When you ask yourself this question, one of the first answers that come to mind is that you have to be a little self-taught, eager to learn, experiment and take time to document and do experiments. Basically, one of the images we associate with this process of "learning to be a hacker” is that of the young Matthew Broderick in the mythical 1983 War Games movie:

Although it may seem like a topic, leading experts in the sector such as Bernardo Quintero , founder of VirusTotal (a company acquired by Google in 2012), often comment that the movie War Games (and the Spectrum ) were the two turning points that marked his career professional.

Beyond the protagonists of films and television series, names like Kevin Mitnick and Kevin Poulsen are true living legends in the security sector and in the case of Spain, it is worth taking time to read the book Hackstory of Merce Molist to delve into the history of hacking in Spain and its protagonists.

As we mentioned at the beginning, the desire to learn on their own and learning by doing are two factors that have marked this discipline. However, today, it is increasingly common to find regulated training around the field of security between Master's degrees, university experts, etc.

To try to shed some more light on this issue, we have asked several experts in the sector, precisely, about the skills and competencies that should be had to become a hacker and work in the field of cybersecurity.

With this objective, we have talked about this matter with several experts from the sector such as Yago Jesús , María García and Oliver López .

Yago Jesús is one of the editors of Security By Default, responsible for the eGarante platform and also teaches security training courses through the Securízame online platform. María García is editor of A Penny of Security and is a public employee, precisely, within the IT security area and Oliver López is an expert in information security management with 11 years of experience in large companies and public administrations.

HOW TO GET STARTED IN COMPUTER SECURITY?

The most basic question, sometimes, is one of the most complicated to answer, but if someone wanted to develop their career in the field of cyber security, where should they start?

For Yago, fortunately, times have changed a lot and the information is not as underground as it was before, therefore, it is much more accessible and accessible to anyone with interest:

At this point clearly times have changed a lot. About 10 or 15 years ago the only way of training was to read IRC channels and in general a very self-training process. Currently, since security has been professionalized, there is much and very good training, both in face-to-face format and in online format.

María opted to lay the foundations for solid foundations in key areas such as programming, systems administration, mathematics ... and, for example, going through university can be a good starting point:

There is no point in directly attacking security if you do not have good foundations on these issues (unless you want to dedicate yourself to the normative part). A technical engineering, which is good. Although there are also people who have learned self-taught or in professional experience, I believe that regulated studies help to sort things in the head without leaving gaps.

To start in the world of security, Oliver believes that the main thing is motivation:

You have to start by having interest and curiosity in one of the security areas. But this is common to anything, without interest or curiosity you will not have enough motivation to devote time and effort to learn and improve. So if you're not interested, save time and dedicate yourself to what motivates you. And once you have it clear ... just like the metaphor: how do you eat an elephant? ... bite by bite.

There are many ways to start, read books and blogs, training and certifications, etc.

WHAT PLATFORM TO CHOOSE?

Another basic aspect to consider is what platform to use. It seems clear that Linux- based systems are closely associated with the security field but, according to experts, the spectrum is even wider.

Yago Jesús is committed to both Linux and Windows, since the Microsoft system is one of the most widespread and makes perfect sense to know it perfectly:

It is believed that today both Linux and Windows have advanced transversely, both have similar functionalities. A person with technical concerns can move forward and delve deeply into both platforms, although the ideal is to understand and master both.

Since Windows is a better known operating system and in which everyone, more or less, has experience, an interesting challenge is to uninstall Windows completely, install a Linux distribution and learn to live at least 1 year with it.

For Maria, if you had to focus on a platform, choose to focus on Linux:

Linux has given less war but Windows is more widespread.

Oliver was much more practical in terms of tools and platforms:

As for operating systems, all and none, from point of view the important thing are to have the clear concepts; the tools are not the most important. You have to be heterodox in that, try everything and use at all times what best fits the situation and your knowledge.


OTHER RECOMMENDED RESOURCES

As mentioned at the beginning, in the network we can find a lot of information but, obviously, we can also find books and publications focused on the field of security, audits and hacking. What are the readings that experts recommend us? What books, blogs or Twitter profiles should we read?

For Yago, the problem with books is that they are not something "alive" as a blog can be. Today, live sources of information are on the Internet and, in their view, on social networks:

The problem of the books is that they are not updated as a course or a blog can do, therefore, only classic books such as Applied Cryptography or Computer Networks can be recommended in a timeless manner  for the rest of the books the publication date applies, the newer the better. In this sense, 0xWord maintains an updated list of technical books that are being updated

With the advent of social networks, the question should be asked, who should I follow to get good information? It is, without a doubt, the best way to access relevant material. If you learn to build a list of people who care about moving good links, you will get something much better.

María also coincides with Yago in the 0XWord book list and, of course, in the "great spring" of information that we can find on the Internet:

Angelucho's book, X1RedMásSegura, would be recommended for non-technicians and for those who have a technical profile but are starting. The ones I've been reading from 0XWord are pretty good...

What I usually read to make sure I am up to date is: Security By Default, ElevenPaths, Security Art Work, the RootedCon list and the SANS newsletter. I also throw a lot of Twitter: I have a "Security" list with interesting people and, whenever I can, I take a quick look.

For Oliver, both books and blogs are good references to catch up in the field of security:

My favorite books may be a bit old but you can still take advantage of them: " Tao of Network Security Monitoring, The: Beyond Intrusion Detection " by Richard Bejtlich, " Security Metrics: Replacing Fear, Uncertainty, and Doubt " by Andrew Jaquith and " The New School of Information Security " by Adam Shostack.

In addition, follow dozens of blogs and there are many with a very high level. The ones I read most recently are Securosis and Security Art Work

"Security allows you to know how things work. And not only on the technological level, also how have organizations and people worked. Let's not forget that technologies design, develop, manage and use people" - Oliver López

[image: ]



IS THERE ANY SPECIFIC TRAINING?

So far, we have given much weight to the most self-taught part of the competence development of a security expert. However, taking into account the varied offer of training that begins to exist, what training should be taken?

Yago opts for the training provided by experts from the sector, the important thing is the teachers who are behind the training programs and, precisely, is what they are doing from the Securízame platform:

Securízame are real machines and it would certainly be my first choice. Topics as important as forensic analysis, pentesting or something that is really difficult and generally very expensive are to be covered: exploiting and reversing

María, as we said at the beginning, is committed to the basic foundations that an engineering, a degree or, perhaps, a higher training cycle can offer. From that base, the range is quite wide:

You can also start with the National Cryptology Center courses, they are very basic but, for starters, they are pretty good and the teachers are pretty good. However, these courses are only available to officials, military and CNI members. SANS courses have a very good reputation but are quite expensive. In some case, pursuing a master's degree program to have an important general basis in terms of security and, from there, seek specialization.

Oliver, who is also a teacher in a Master of the University of Seville, also points to the varied offer that currently exists, both for master's degrees and certifications:

Fortunately, there are more and more options. On the Incibe website there is a list of security Masters, some of them and they are worth it. There are also certifications, which force you to update and review concepts; The ones that are liked the most because of its more practical approach are those of the ISC2.


WHY WORK IN THE WORLD OF COMPUTER SECURITY?

And as a climax, a question that has nothing to do with skills and abilities but with something that is undoubtedly totally necessary: ​​motivation. Why work in the field of security? What caught our experts?

For Yago, computer security is pure creativity:

I believe that computer security is very creative, even in the most technical concepts there is a point of creative beauty. As the protections progress, finding ways to skip them is very exciting. From the defensive point of view it is also a challenge to propose a system or tool and see how people try to evade it

For Maria, security is a horizontal world that affects many areas of our lives:

What I like most about the world of security is that it is very varied. It's hard to get bored since you always have new horizons to explore; You can also concentrate on what you like best and leave aside a little more (never at all) what is worse and you will still be useful.

It is also a fairly horizontal world (it affects many areas of our life), as well as "movie": many things that are seen in fiction, are surpassed by reality, and to be in touch with those things and be able to Understanding them (to some extent), makes your life more exciting.

For Oliver, security allows you to know how things work:

There are many things that have me hooked. If I have to choose one: that allows you to know how things work. And not only on the technological level, also how have organizations and people worked. Let's not forget that technologies design, develop, manage and use people.


CHAPTER 8

HACK BACK! A DO-IT-YOURSELF

This is a demystify hacking and to show how easy it is. If you have no experience in programming or hacking, some of this text will seem like a foreign language to you. Take a look at the section on sources and materials at the end, which will help you, get started. And believe me, once you've learned the basics, you'll realize that it's really easier than asking a Freedom of Information request.

Stay safe

This is illegal, so you need to take some basic precautions:


	
Create a hidden, encrypted partition with Truecrypt 7.1a.



	
Install Whonix in the encrypted partition.



	
(Optional) Probably it will be enough to let Whonix run over Tor. However, it is better not to use an Internet connection that is linked to your name and address. An antenna, aircrack and reaver can be useful here.





As long as you use common sense that is, never hack something outside Whonix, never do your normal computer use within Whonix, never mention information about your real life in conversation with other hackers, and never with your illegal hackers - brag about real-life friends - then you can do pretty much anything you want without fear.

NOTE: It’s recommended NOT hacking directly over Tor. Tor is useful for things like surfing the web, but when it comes to using hacking tools like nmap, sqlmap, and nikto, which make thousands of queries, they're slow to go through Tor. Also, you will want a public IP address to receive "connect back shells". Its recommended hacking through servers you hacked or using a virtual private server (VPS) that you paid with Bitcoin. So only the text interface that needs low bandwidth runs between you and the server via Tor. All the commands you do run through a nice, fast connection to your destination.


Explore the destination

Basically, I just keep using fierce, whois queries of IP addresses and domain names, and reverse whois queries to find all IP address ranges and domain names associated with an organization.

For example Blackwater: We start and know that their homepage can be found at academi.com. Let's run "fierce.pl -DNS academi.com", we find these subdomains:

67.238.84.228 email.academi.com

67.238.84.242 extranet.academi.com

67.238.84.240 mail.academi.com

67.238.84.230 secure.academi.com

67.238.84.227 vault.academi.com

54.243.51.249 www.academi.com

Now we're going to do Whois queries and find out that the home page of www.academi.com is hosted by Amazon Web Service, while the other IPs are in the following range:

NetRange: 67.238.84.224 - 67.238.84.255

CIDR: 67.238.84.224/27

CustName: Blackwater USA

Address: 850 Puddin Ridge Rd

A whois query from academi.com also reveals that it is registered at the same address, so we use that as a string for the reverse whois search. As far as I know, all actual reverse whois search services cost money, so I just cheat with Google:

"850 Puddin Ridge Rd" inurl: ip-address-lookup

"850 Puddin Ridge Rd" inurl: domaintools

Now you can now run "fierce.pl -range" over the IP ranges to look up DNS names and "fierce.pl -dns" over the domain names to find subdomains and IP addresses, make more whois queries and repeat the process until you find everything.

Also, just google the organization and browse around their website. For example, on academi.com we find links to a career portal, an online shop, and an employee information page, so we now have a few more:

54,236,143,203 careers.academi.com

67.132.195.12 academiproshop.com

67.238.84.236 te.academi.com

67.238.84.238 property.academi.com

67,238,884,241 teams.academi.com

If you repeat the questions from Whois and others, you find that academiproshop.com does not appear to be hosted or maintained by Blackwater, so you can delete it from the list of interesting IPs / domains.

In the case of FinFisher, it was simply a whois query from finfisher.com that led me to the unprotected page finsupport.finfisher.com because it was registered on the same name "FinFisher GmbH". Googling for "FinFisher GmbH" inurl: domaintools can be found at gamma-international.de, which in turn redirects to finsupport.finfisher.com.


Now you have a rough idea of ​​how I scouted a target.

This is actually one of the most important parts, because the larger the attack surface you discover, the easier it will be to find a hole somewhere.

Scanning & Exploitation

Scan all IP ranges you found with nmap to find all running services. Besides a standard port scan, it is underestimated to scan for SNMP.

Now, for every ongoing service you find:


	
Is he exposing something he should not? Sometimes companies run services that do not require authentication and assume that it is secure because the URL or IP to access it is not public. Maybe fierce found a git subdomain and you can go to git.companyname.come / gitweb / and find the source code.



	
Is he terribly misconfigured? Maybe they have an FTP server that allows anonymous read or write access to an important directory. Maybe you have a database server with an empty admin password (lol stratfor). Perhaps their embedded devices (VOIP boxes, IP cameras, routers, etc.) use the manufacturer's default password.



	
Is it running on an old software version that is vulnerable to a public "exploit"?





Web servers deserve their own category. For all web servers, including those that often find nmap on non-standard ports, I usually do the following:


	
Click in the browser. Especially on subdomains that Fierce finds that are not intended for the public, like test.company.com or dev.company.com, you can often find interesting stuff just surfing.






	
Use nikto. It will check things like webserver / .svn /, webserver / backup /, webserver / phpinfo.php and a few thousand other common bugs and misconfigurations.






	
Find out which software is used on the website. WhatWeb is useful.






	
Depending on which software the website is running, use more specific tools like wpscan, CMS Explorer, and Joomscan.





Try this first on all services to see if there is any misconfiguration, publicly known vulnerability, or other easy accessibility. If not, it's time to find a new security hole:


	
Customized web apps are a more fertile ground for mistakes than large, widespread projects, so try it first. I use ZAP, and some combinations of its automated tests, along with manual poking around with the help of the Intercepting Proxy.






	
Get a copy for the non-custom software you use. If it is free software, you can simply download it. If it's proprietary, you can usually pirate it. If it's proprietary and so obscure that you cannot pirate it, you can buy it (lame) or find another site on Google that uses the same software and is easier to hack and copy from there.





For finsupport.finfisher.com it was the following process:


	
nikto run in the background.



	
Go to the website. Look for a login page. Quickly check with sqli the login form.



	
Check if WhatWeb knows which software the website is running on.



	
WhatWeb does not know them, so I want to answer the question next, if it's Gamma's own website, or if there are other sites with the same software.



	
I look into the source code of the page and find a URL I can search for (index.php is not really unique for this software). I take scripts / scripts.js.php and google: allinurl: "Scripts / scripts.js.php"



	
I find a handful of other sites with the same software, all programmed by the same small web design company. It looks like every web page is individually programmed, but they contain a lot of common code. So I'll pick some of them to get a collection of code from the web design company.





At this point, you can see the reports of the journalists who write belligerently: "In a subtle, multi-stage attack, the hackers first compromised a web design firm to obtain sensitive data that would help them attack the Gamma Group...”

But it's really pretty easy to do almost on autopilot once you get the hang of it. It only took a few minutes to:


	
allinurl: "Scripts / scripts.js.php" to google and find the other websites.



	
To determine that they are all prone to SQL injection, the first URL parameter.



	
Realizing that they are all running with Apache ModSecurity, so I have to use sqlmap with the option -tamper = 'sabotage / modsecurityversioned.py'.



	
Obtaining the admin login information, logging in and uploading a php shell (the valid filename extension check has been made on the client side in javascript) and downloading the website source code.





Looking at the source code, I find that they could have called it Damn Vulnerable Web App v2. It has SQL injection, local file inclusion, the file upload check is done by the client in JavaScript, and if you are not authenticated, the admin page will simply send you back to the login page with a location header; the You can easily filter out with an "Intercepting Proxy" and access works great.

Back on the finsupport page, the admin page / backoffice / responds with "403 forbidden", and I have some issues with local file inclusion, so I switch to sql injection (it's nice to have a dozen options to choose from) , The other websites of the webdesigners all had a print.php, into which you could inject their own database commands, so I make some quick requests:

https://finsupport.finfisher.com/GGI/Home/print.php?id=1 and 1 = 1

https://finsupport.finfisher.com/GGI/Home/print.php?id=1 and 2 = 1

They show that finsupport also has this print.php and that it is vulnerable. And it has admin rights in the database! For MySQL, this means you can read and write files. Turns out that the page has enabled magicquotes so I cannot use INTO OUTFILE to write files, but I can use a short script that


	
"Sqlmap -file-read" used to get the PHP source code for a URL



	
makes a normal web request to get the html



	
Finds files that are included or required in PHP source code



	
Find PHP files that are linked in the HTML





to recursively download the source code of the entire website.

Looking through the source code, I see that customers can attach a file to their support tickets and there is no file extension verification. So I'm looking for a username and password from the customer database create a support request with an appended PHP shell and I'm in!

Extend rights (or fail)
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On over 50% of the Linux servers out there you can with two simple scripts - Linux_Exploit_Suggester, and unix-privesc-check - get "root", so admin rights.

On finsupport, the latest version of Debian ran without local root exploits, but unix-privesc-check showed:


WARNING
: /etc/cron.hourly/mgmtlicensestatus is run by cron as root. The user www-data can write to /etc/cron.hourly/mgmtlicensestatus

WARNING: /etc/cron.hourly/webalizer is run by cron as root. The user www-data can write in /etc/cron.hourly/webalizer

So add in /etc/cron.hourly/webalizer:

chown root: root / path / to / my_setuid_shell

chmod 04755 / path / to / my_setuid_shell

Wait an hour, and... Nothing turns out that even though the cron process is running, it does not seem that any real cron jobs are running. The Webalizer directory shows statistics have not been updated since last month. Apparently cron is sometimes executed at the wrong time or sometimes not at all after a change of the time zone and has to be restarted after changing the time zone. ls -l / etc / localtime shows that the time zone was updated on June 6, at the same time Webalizer stopped recording the statistics, so that's probably the problem. In any case, the only thing that makes this server to deliver the website, so there is access to everything interesting on it. Root would not bring much new, so look at the rest of the network.

Continue to look around

The next step is to look around the hacked box local network. This is pretty much the same as the first "scan & exploit" step, except there are many more interesting services behind the firewall. A tarball that has a statically linked copy of nmap and all its scripts that you can upload and run on each box is very convenient. The various nfs and especially smb scripts that nmap has will be extremely helpful.

The only interesting thing could pull out of finsupport's local network was another web server with a folder called "qateam" containing their mobile malware.

Have fun

Once you're on the network, the fun begins. Just use your imagination. Although these section a guide for would-be whistleblowers, there is no reason to limit yourself to leaking documents. The original plan was as follows:


	
Hack gamma and get a copy of FinSpy server software.



	
Find vulnerabilities in FinSpy server.



	
Search the Internet for all FinSpy command-and-control (C & C) servers and hack them.



	
Identify the groups they operate.



	
Use the C & C servers to upload and run a program on all targets telling them who they were spying on.



	
Use the C & C servers to uninstall FinFisher on all targets.



	
The former C & C servers connect to a botnet around Gamma Group to DDoSen.





Only when you did not succeed in completely hacking Gamma, but had some interesting documents but no copy of the FinSpy server software. Point your GPUs to FinSpy-PC + Mobile-2012-07-12-Final.zip and finally crack the password so you can move on to Step 2!

Other methods

The general method described above searching, finding vulnerabilities, and exploiting them is just one way to hack, and probably more appropriate for people with programming skills. There is not one right way and every method that works is as good as any other. I want to mention these other ways without going into detail:


	
Exploit web browser, Java, Flash or Microsoft Office exploits in convincing e-mails to employees who will prompt them to open the link or attachment. Or, hack a web page that's frequented by coworkers and installs the browser / Java / Flash exploit there.





This method is used by most government hacker groups, but you do not have to be a million dollar budget government for 0-day research and FinSploit or VUPEN subscriptions to get it done. You get a high-quality exploit kit from Russia for a few thousand, and for much less you can get access to a rent. There is also Metasploit browser autopwn , but you're probably more lucky with no exploits and a fake Flash update message.


	
Taking advantage of the fact that people are 95% nice, trusting and helpful.





The information security industry invented a term to make it sound like a science: "social engineering". This is probably the best way if you do not know too much about computers and it really is all it takes to be a successful hacker.
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Material

Left:


	
https://www.pentesterlab.com/exercises/



	
http://overthewire.org/wargames/



	
http://www.hackthissite.org/



	
http://smashthestack.org/



	
http://www.win.tue.nl/~aeb/linux/hh/hh.html



	
http://www.phrack.com/



	
http://pen-testing.sans.org/blog/2012/04/26/got-meterpreter-pivot



	
http://www.offensive-security.com/metasploit-unleashed/PSExec_Pass_The_Hash



	
https://securusglobal.com/community/2013/12/20/dumping-windows-credentials/



	
https://www.netspi.com/blog/entryid/140/resources-for-aspiring-penetration-testers (all his other blog posts are great too)



	
https://www.corelan.be/ (Start the Exploit Writing Tutorial Part 1)



	
http://websec.wordpress.com/2010/02/22/exploiting-php-file-inclusion-overview/



	
http://www.dest-unreach.org/socat/





Books:


	
The Web Application Hackers Handbook



	
Hacking: The Art of Exploitation



	
The Database Hacker's Handbook



	
The Art of Software Security Assessment



	
A Bug Hunter's Diary



	
Underground: Tales of Hacking, Madness, and Obsession on the Electronic Frontier



	
TCP / IP Illustrated





Apart from hacker-specific things, just about anything that makes sense for a system administrator to set up and manage a network helps to explore it. This includes familiarity with the Windows command line and UNIX shell, basic scripting skills, knowledge of LDAP, Kerberos, Active Directory, networks, etc.

Outro

You'll find that some of it sounds just like what Gamma does. Hacking is a tool. It's not selling hacking tools, which makes Gamma evil. It's who Gamma's customers are after and for what purpose, which makes them angry. This does not mean that tools are automatically neutral. Hacking is an offensive tool. Just as guerrilla warfare makes it harder to occupy a country: whenever attack is cheaper than defense, it is harder to uphold illegitimate authority and inequality.
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CONCLUSION

There is currently a great deal of uncertainty and ignorance about cyber security in the market. We explain what professionals really mean by the ominous term "cyber security".

Cyber Security and the big misunderstanding

You know the problem: With the hype topics it's such a thing. Suddenly everything is cloud, internet of things or big data. It is understandable that everyone likes to adorn themselves with these terms and wants to have a piece of the promising market. The result, however, is that users need to look closely at what is meant by this label. At Security this confusion can be dangerous, here misunderstandings are particularly risky.

So much is reported about cyber security and cyber threats. According to the Federal Office for Information Security (BSI) in 2015, the threat situation in cyberspace has worsened further. But what is cyberspace, where is it? For many companies, cyberspace is simply the Internet. This is wrong. Cyberspace encompasses all information technology connected to the Internet and comparable networks and includes communications, applications, processes and processed information based on it, according to the BSI.

Cyber security is therefore not just Internet security or online security, but all aspects of security in information and communication technology.

If you ask about cybercrime, many Internet users think about attacks on online communication, contaminated downloads or risks in online banking. That's all part of it, but it's far from everything. Being warned of rising cyber risks, looks and thoughts are on cyber security. That's not enough!

What to do: If you advise your customers and provide security services, open their eyes to how big the cyber room is. Cyber threats, which continue to increase according to BSI, are a threat to the entire information and communication technology. Therefore, focus your advice and offer on cyber security, not just internet security.

Cyber ​​security also means device security

The too narrow view of Internet security leads many companies to a one-sided security concept and unintentionally opens up access points in the internal network, on end devices and in local applications. Not without reason, 58 percent of businesses and government agencies have detected cyber-attacks in the past two years, with nearly half of the attacks being successful, according to the 2015 BSI cyber security survey.

What to do: Make your customers aware of the variety of cyber threats and their very different goals. An up-to-date overview is provided by the 2015 Threat Landscape Report by the EU Agency for Network and Information Security (ENISA). It shows, for example, that device loss, damage, and theft are among the top 15 cyber threats. These risks are tangible, not located somewhere on the big Internet and are often overlooked, although they can play right in front of the eyes. Therefore, open your eyes to the needs of Device Security, which clearly belongs to cyber security. But also think of a corresponding portfolio for Device Security.

Cyber ​​security starts with humans

The cyberspace sounds so distant and purely digital that another key component of cyber security is often overlooked. Despite all the possibilities to automate the attacks as well as the defense, it is still us humans who are the focus of cyber security.

The whole organization and of course all users must be part of cyber security. For example, as the Ponemon study "The Cyber ​​Resilient Organization in Germany: Learning to Thrive against Threats" shows, there is a lot to do to better arm the organization in German companies against cyber threats. For example, 56 percent of companies in Germany say they can detect a cyber-attack and 51 percent believe they can recover.

What should I do? Businesses in Germany have a lot of catching up to do when it comes to detecting cyber-attacks in a timely manner and even more so when it comes to restoring and mitigating damage. However, appropriate offers to your customers should be associated with clarifying the true extent of cyber threats and the actual extent of cyber security needed. So it is not enough to detect attacks from the Internet, it is not enough to be able to restore the systems connected to the Internet.

Cyber ​​security means preparing the entire enterprise, the entire organization, and all business users for possible cyber threats. There is often a need for individual contingency plans and training concepts, so these offerings make sense in your portfolio.

Cyber ​​Security requires comprehensive detection, defense and mitigation, a broad array of security services, provided the numerous reports of cyber-threats are properly interpreted, used appropriately and viewed with open eyes.
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